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ACTY-HB CEN/TS 14383-4:2011

HAUIOHANBbHWUA BCTYN

Uei cranpapt € TotoxxHum nepeknagom CEN/TS 14383-4:2006 Prevention of crime — Urban planning
and design — Part 4. Shops and offices (3anobiranHs 3nounHam. Micbke NnaHyBaHHS Ta NPOEKTYBaHHS
Bynisens. YactuHa 4. Maraswnu Ta odick).

CEN/TS 14383-4:2006 nigrotoBneHo €BPONEACHKMM TEXHIYHUM KOMITETOM cTaHaapTusauii
CEN/TC 325 Prevention of Crime by Urban Planning and Building Design (3ano6iraHHs anodvnHam
LUMAXOM MICbKOro NnaHyBaHHR Ta NpoeKTyBaHHs ByaiBens), CeKpeTapiaToM SKOrO Kepye HallioHanbHuiA
opraH ctadHfapTusauit Pecny6niku Yexis UNMZ.

[o HaujoHanbHOro cTaHaapTy 4ONYYEHO aHINOMOBHWIA TEKCT.

Ha TepuTopii YkpaiHv sk HalioHanbHUA cTaHaapT Aie NiBa KoNoHKa TeKCTY

ACTY-H b CEN/TS 14383-4 3anobiranHs 3nounHam. Micbke nnaHyBaKHs Ta NpoekTyBaHHs By/iserns.
Yactuna 4. HactaHoBa 3 nigBuULLEHHS 6e3nekun ToprosensHux Ta odicHux dyauHkis (CEN/TS 14383-4:2008,
IDT), BuknageHa ykpaiHCbKOK MOBOIO.

3rigHo 3 IBH A.1.1-1-93 "Cuctema cTaHpapTtusauii Ta HopmyBaHHsa B ByaiBHMUTBI. OCHOBHI norno-
KEeHHA" Lelh cTaHaapT BiAHOCUTLCA A0 koMmnnekcy B.2.2 "ByauHku i cnopyaun”.

CTaHgapT MiCTUTb BUMOr#M BIifNOBIAHO 40 YMHHOIO 3aKOHOAABCTBa YKpaiHu.

[lo cTaHpapTy BHECEHO Taki pefaKkuiiHi 3MiHu:

~ 3MIHEHO Ha3By CTaHAapTy BiAMNOBIAHO 0 Y3rOAXKEHHS 3 YUNHHUMU HALOHANBHUMM CTaHaapTamm B
ranysi 6yaisHuuLTRa;

— Cnosa "uer €Bponencbkui cTanaapT” Ta "Ueit AoKyMeHT" 3MiHeHO Ha "Liei cTaHaapT”;

— BUITYYEHO CTPYKTYPHWIA eneMeHT eBponencekoro craHaapty "Mepeamosa';

— CTPYKTYpHi enemeHTu craHaapty — "Obknagunka”, "MepeamoBa”, "HauioHanbHuit BeTyn", "3mict”,
"BibniorpachiuHi aaHi" — ochopMneHo 3riAHO 3 BUMOramMu HaLioHanbHOT cTaHaapTuaaLii Ykpaiiu;

MbkHapoaHi cTaHAapTh, Ha Sk € NOCKIAHHA B TEKCTI, MOXHa 3aMOBUTK B [0NOBHOMY (hOHAi HOp-
MaTusHuX pokymenTis 4 "YrkpHIHLL".

€Bponeiicbki CTaHAapTH, Ha SKi € NOCUNAHHA B LUbOMY CTaHAapTi, BNPOBAaMKEHO B YkpaiHi sk
HaLiOHanbHi:

EN 1627:2001 ACTY ENV 1627:2004 BikHa, asepi Ta xanmosi. TPMBKICTb LLOA0 3N1aMyBaHHs1.
Knacudikauis Ta TexHiuHi ymosu (ENV 1627:2001, IDT)

EN 356:1997 NCTY EN 356:2004 Cxno B 6yaiBHULTBI. 3axucHe CKNiHHA. BunpobysaHHs Ta knacu-
ikauis 3a TpuBKicTIO A0 pyuHoro anomy (EN 356:1997, MOD)

EN 1303:2005

prEN 1303:1996 AACTY prEN 1303:2004 ByaisensHa dypHiTypa. LIMniHAPOBI MexaHi3mu ans 3amkis.
TexHiuHi BuUMmoru Ta metogu sunpobysaHb (prEN 1303:1996, IDT)

EN 50132-7:2000 ACTY EN 50132-7:2005 Cuctemn TpUBOXHOT curHanisauii. Cucremu tene(sigeo)-
CMOCTEPEXEHHS 0XOPOHHOIo NpusHayeHHs. HacTura 7. [Npasuna sactocysaHHsa (EN 50132-7:2000, IDT)

EN 50131-1:1997 ICTY EN 50131-1:2006 CucTeMm TpUBOXHOI CurHanisaii. CucTemMu OXopoHHOT
curHanisauii. Yactuna 1. 3aranbHi Bumory (EN 50131-1:1997, IDT)

EN 1143-1:1997 ACTY 4012-1:2005 3acobu GeaneuHoro 3bepiraHHs. Bumorn, knacudikauis Ta
METOAV BUNPOBYBaHHS Ha TPMBKICTb WOA0 3naMyBaHHsl. YacTuHa 1. CxoBULLA, ABEpi CXOBULL, ceitpm Ta
ATM-ceitpn (EN 1143-1:1997, MOD)

EN 1063:1999 ICTY 4546:2006 Ckno B GyAiBHMLTBI. 3axucHe CKNiHHS. BunpobysanHs Ta knacu-
pikauisa 3a kyneTpuskicTio (EN 1063:1999, MOD)

EN 1522:1998 ICTY 4547:2006 BikHa, gBepi Ta xanio3i. KyneTpuekictb. Bumoru Ta knacudikatis
(EN 1522:1998, MOD)

EN 13123-2:2004 [CTY EN 13123-2:2006 Bikna, gsepi Ta xaniosi. CTilikicTs 4o snbyxy. Knacu-
hikauis Ta TexHiuni BUMoru. YactuHa 2. [lianasoH BunpobysanHs (EN 13123-2:2004, IDT)
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EN 10223-6:1998 [CTY EN 10223-6:2001 [pit cTanesunit Ta OpoTAHI BUPOGU ANA OrOpOLKEHHS.
YacTuHa 6. CiTka 3i cTaneBoro ApoTy 3i 34enneHumMy naHkamu. TexHivni ymosu (EN 10223-6:1998, |DT)

EN 10223-4:1997 ACTY EN 10223-4-2001 [piT cTanesuit Ta ApoTAHI BUpobu AnA OrOpOKEHHS.
YacTura 4. CiTka 3i cTanesoro ApoTy 3i 3BapHUMU vapyHkamu. TexHiuri ymosu (EN 10223-4:1997, 1DT)

EN 50133-1:1996 OCTY EN 50133-1:2006 Cvuctemu TpuBOXHOI curHanisauii. CucTemu KOHTpO-
MIIOBAHHS JOCTYMY OXOPOHHOIO NpusHayeHHs. YactuHa 1. Bumoru ao cuctem (EN 50133-1:1996, IDT)

prEN 50136-1-1:1998 ACTY prEN 50136-1-1:2004 Cuctemn TpMBOXHOI curHamizawil. Cuictemm
nepefasaHHs CMoBilleHb Ta obnagHanHsa. YactuHa 1-1: 3aranbHi BUMOrM 40 CUCTEM NepeaaBaHHA
TpUBOXHMX cnosiweHs (prEN 50136-1-1:1998, 1DT)
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BCTYN

Xapaktep, BapTicTb i Macwutab 3nouuHiB npoTu
TOProBENbHUX MIgNPUEMCTB Ta IHLIWX BUAIB
DisHecy BaXKo OUiHIOBATW KinbkicHo. Ha Te, uu
fyae 3AIACHEHO NpaBONOpPYLLUEHHS, BNMMBAaKTbL
H6arato unHHmMkiB. Llen pokymeHT 6asyeTbcs Ha
TPbOX KPUMIHONOrYHMX Nigxoaax:

PauionanbHu# Bubip

Llen niaxia nepenbadae, Lo NOTEHUiRHMA Hanag-
HUK OLiHIOE BNACHWIA PU3NK Nepes, CKOEHHAM 3n0o-
amHy. BiH Bepe 0 yBaru moxnusicTb ByTu noba-
UYEHUM, CKNAAHICTb NMPOHUKHEHHST Ta MOXIUBICTb
BTEKTW HENOMIYEHM.

LLiabnoHHi aii

La Teopis nepepbavae, wWo Ans 34idCHEHHs
Hanafy NoTpibHa HasBHICTb TPLOX NEpPEeayMOB:
MOTWBOBAHMIA HanagHuk, niaxoaswa uinb abo
XepTBa Ta HeoCTaTHIN piBeHb 3axucTy. [Ans no-
nepeXeHHs 3no4nHy HeobxigHo Bpati Jo yBaru
KOXeH i3 umnx cakTopis. MNocuneHHs Harnsay abo
CKNNAAHICTb NPOHVKHEHHS MOXE CTPUMATU Hanag-
Huka. Liinb moxe 6yTv MeHwW npusabnueoto yepes
BNPOBaAXEHHA NoAaTKOBUX 3axoaiB 0e3neky abo
YTPYAHEHHS WnsAXiB BTeui. MNpucyTHiCTL abo BRnue
AieanatHoi oxopoHu, peansHol abo ypaBaHol,
Moxe OyTU nigcuneHa Npv NPoekTyBaHHI odicy
abo mMarasvHy Ta po3millieHHi nepcoHany.

3axumiuleHa 30Ha

Llei nioxia 6asyetbes Ha pisHUX piBHSAX aonyc-
TUMOCTI 3aKOHHOTO nepebyBaHHs MoAew Y PisHUX
3oHax. byae-xT0 Mae npaso nepebysaTi Ha Tepy-
TOpIl 3aranbHOr0 KOPUCTYBAHHA, Hanpukniag, Ha
BynuLi, ane He B npuBaTHIN 30HI — 3agQHLOMY
[Bopi maraauHy abo Ha cknagi odicy.

PO3yMiHHSt LIMX TPbOX MpWUHUMMIB AONOMOXE
BMAMHYTU Ha BaxaHHS Ta MOXIIUBICTL CKOEHHSA
31104MHY. BiNbLUICTL 3M0YMHIB NPOTU BNACHOCTI
3giiCHEHI TOMY, WO HanaaHUKY HaLaeTbCs MOX-
nusicTb. Jlerkuid gocTyn Ao marasuHy abo odic-
HOTO NPUMILLIEHHS, 30HK 6€3 HarnsAay, BiCYTHICTb
PO3MEXYBaHHSA MiXX 30HaMW 3aranbHOro KOPUCTY-
BaHHA Ta NpuBaTHWMU, NoraHe oceiTneHHs abo
0cobnuBOCTI MiCLEBOCTI — BCe Lie MOXe A0fo-
MOITK NoTeHLUiitHOMy Hanagruky. Mpn npoekTy-
BaHHi HeobXxigHO 3abesnedyyBaTi 3py4HiCTb ANA
BiABiQyBaYiB, a He ANS NOTEHUWHUX Hana4HWKIB.

Vi

INTRODUCTION

The nature, cost and scale of crime against retail-
ers and other businesses can be hard to quantify
and many factors can influence whether or not an
offence is committed. For the purpose of this doc-
ument three basic criminological approaches are
adopted:

Rational Choice

This approach assumes that potential offenders
undertake their own risk assessment before de-
ciding to commit a crime. They consider the
chances of being seen, the ease of entry and the
chance of escape without detection.

Routine Activities

This theory assumes that for an offence to take
place there needs to be three factors present; a
motivated offender, a suitable target or victim and
a lack of capable guardian. To affect the potential
for crime, it is necessary to consider each of these
factors. An offender can be deterred by increasing
surveillance or making access more difficult. A
target can be made less attractive by increasing
the security or removing escape routes. The pres-
ence or influence of a capable guardian, either
real or implied, can be improved by office and
shop design and the location of staff.

Defensible space

This approach applies to the different levels of ac-
ceptance that exist for people to be legitimately in
different types of space. Anyone has a right to be
in a public space, for example a street, but notina
private space such as the rear yard of a shop or
office storeroom.

Understanding these three principles can affect
the desire and ability to commit a crime. The ma-
jority of property crimes are committed because
offenders have been given opportunities. Easy
access to a shop or office, concealed areas, no
demarcation between public and private space,
poor lighting or landscaping features can all assist
the potential offender. All of these features can be
designed to benefit legitimate users and not po-
tential offenders.



MMpu3HaYyeHHsa LUbOro AOKYMEHTa — AOMOMOrTH
nnaHyBanbHUKaMm, MpoeKTyBanbHUKam, BNacHU-
kam abo MeHemXepam marasvHis Ta odicie Ta
creujanictam i3 3anobiraHHa 3M04YMHHOCTI 3p0o-
3YMIT HaMipu HanagHWKa Ta MeTOAMKY npoTuail
peanbHYMU Ta CUMBOMIYHUMM 3axoaami Besneku.
MpocTile Kaxyyu, YUM ypasnusiliMm Ta pusu-
KYIO4MM NOYYBAETHCS 3MOBMUCHWK, TUM MEHLUe
BiH CXUNbHWUIA 10 CKOEHHS 3NOUUHY.

[OCTY-H B CEN/TS 14383-4:2011

By helping to understand the thinking of the of-
fender and balancing this against both symbolic
and real design features, combined with specific
physical security measures, the document aims
to assist designers, planners, shop and office
owners or managers and crime prevention practi-
tioners. In the most simple of terms, the more vul-
nerable and at risk a potential offender feels, the
less inclined they are to commit a crime.

Vil
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HALIIOHATNbHUIA CTAHOAPT YKPAIHU

3anobiraHHa 3ano4yuMHam

MICbKE NNAHYBAHHA TA NMPOEKTYBAHHA BYAIBEJb
YacTtuHa 4. HactaHoBa 3 nigBulieHHs 6e3nekn ToproBenbHUX Ta odpicHUX ByaAUHKIB

M pegotspatleHne npecTynHoCcTn

FOPOACKOE MNAHNPOBAHWE N NPOEKTUPOBAHWE 30AHNA
YacTb 4. PykoBO[CTBO MO MOBLILLEHWIO 6E30NaCHOCTN TOProBbIX U OPUCHBIX 3aaHNA

Prevention of crime
Urban planning and design
Part 4: Guide for security enhancing of shops and offices

1 CO®EPA 3ACTOCYBAHHA

Lieit mOKYMEHT Hafae KepiBHULTBO Ta PEKOMEH-
Jauii woao crparerii 60poTbbu NPOTU KPagixoK,
nignanie Ta iHWWX 37104YKHIB, LIO BYMHSAIOTLCA
npoTK nignpuemuis Ta Gi3Hecy. BiH cTocyeTbeA
HOBUX Ta iCHYIOUMX MarasunHis Ta odicis.

PexkomenaoBaHi piBHi 6esnekn ons pisHux Buais
TOBapiB, sIKi 3HAXOOATLCA B TOProOBESIbHUX 3aK-
napax, noaaHo y poaatky A.

2 HOPMATUBHI NTOCUNAHHA

HactynHi nocunaHHA € 060B'A3KOBAMU  MpU
3aCTOCYBaHHA LbOro AOKyMmeHTa. [Ins BuaaHb,
y HasBi sIkKMX € piKk BWAaAHHA, AicHe Tinbky
UUTOBaKe BUAAHHA. [na BuAaHb, Y Has3Bi SKUX
HeMa POKy BUAAHHA, BIACHE OCTaHHE BUAAHHSA
(BKntOYaoun yci 3MiHu).

prEN 14383-1 3anobiraHHs 3nounHam. Mickbke
nnaHyBaHHs Ta npoexTyBaHHA Oypisenb. Yac-
THHa 1. BuaHaueHHs crnewjanbHuX TepMiHiB

3 TEPMIHU TA BUSHAYEHHA NOHATD

[na uineit Lboro CTaHAapPTY BXUBAKOTLCH TEPMIHN
Ta BU3Ha4eHHS NOHATD 3rigHo 3 EN 14383-1:2006
Ta HacTynHi:

3.1 Onip po 3anamMyBaHHS

BnacruBicTb gBepeil, BikHa abo xantwsi nepe-
WKoaXaTn cnpobi CMMOBOro NPOHWKHEHHS [0
3aXULLIEHOTO NPUMILLEHHSA ab0 30HM.

YuHuum Bin 2012-03-01

1 SCOPE

This document provides guidance and a recom-
mended strategy for combating burglary, theft, ar-
son and other crimes committed against retailers
and other businesses. It applies to both new and
existing shops and offices.

Recommended levels of security for commodities
stocked in retail outlets are given in Annex A.

2 NORMATIVE REFERENCES

The following referenced documents are indis-
pensable for the application of this document. For
dated references, only the edition cited applies.
For undated references, the latest edition of the
referenced document (including any amend-
ments) applies.

EN 14383-1:2006, Prevention of crime — Urban
planning and building design — Part 1: Definition
of specific terms.

3 TERMS AND DEFINITIONS

For the purposes of this Technical Specification,
the terms and definitions given in EN 14383-1:2006
and the following apply.

3.1 Burglar resistance
Property of door, window or shutter assembly that
enables it to resist attempts at forced entry into a
protected room or area.
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4 NJNAHYBAHHSA TA MPOEKTYBAHHA

4.1 3aranbHi NONOXeHHsA

Besneka 6yaisni 3aranom moxe OyT1 BU3Ha4yeHa
BUKOPUCTaHHAM NiiaHy NpuMileHs, MaTtepiany Ta
chopmu ByanHKY ANa 3axMCTy MeLlKaHuiB Ta iX
BRacHoCTI Bif Wwikogw. Kniodosi hakTopu npu npo-
EKTYBaHHI — Ue nnaH NpUMilieHb, PO3MILLEHHS
[1BEpel Ta BiKOH, KOHTPOMIOBaHHA JOCTyny Ta
nepemiwleHb, odiuiiHe Ta HedopmanbHe cno-
cTepexeHHs. MaHinyniolodn UMMy eneMeHTaMu
apXiTEKTYPHOTO AM3aiHy 3 PO3YMiIHHAM 1X BIMBY
Ha 6e3neky Ha cTafii NpPoeKTyBaHHS, MOXNUBO
oTpUMaTK BENUKI nepeBark B NONEPEmMKEHHI
3N0YMHIB Ta 3anobiraHHi Wwkogi.

[lo cknagy NpPOeKkTHO! rpyny NOBWHHI ByTu
BKIMOYEHI eKCnepT 3 NOMnepepkeHHs 3I104KHIB
(avB. 4.2) ana Toro, wob 6yTn BNeBHEHUM, LIO
NMPOEKT BpaxoBye 3axoay 3 3anobiraHHA 3ro-
YnHaM.

4.2 YpaxyBaHHs 3axogiB 6e3neku

Npu NPoeKTyBaHHi
MpoekTHa rpyna NoBUMHHA BpaxyBaTy Pi3Hi dak-
TOpH, AKI MOXYTb BNNIMBATW Ha MOXIUBICTb BYM-
HeHHS 3nounHy. Halbinbw Baxnusi 3 uux dax-
TopiB;
a) dopma snacHocTi ByAUHKY;
b) npucyTHicTb Niogen;
C) 3MEHLLIEHHS KOHMNIKTIB.

Bawnueo, Wo6 30HK 3aranbHOrO KOPUCTYBaHHS
Oynu cnpoekTtoBaHi Tak, Wob nogu nodanu
niknyBaTucst HUMK, K CBOIMMW, Ta Bpanu Bigno-
BiflanbHiCTL 3a HUX. KLU0 LUbOro AOCAITH, BipO-
rigHicTs 3nounHy abo aHTUcoUianbHOi noBediHKu
byge 3meHweHa, abo mMatuMe Micue Tinbku 3a
BiACYTHOCTI NPOTUAIT rPOMaaChKOCTI.

OavH 3 HancuNbHIWNWX hakTopis NonepekeHHs
3M04MHY — Ue pusuk ByTu nobaveHum Ta ineH-
TudikoBaHMM. TOMy NPUCYTHICTb MOAeH Ta Har-
nag pyxe saxnvei. Tam, ge MOXnuBo, NOTPiGHO
3a0xo4yBaTu GaraTouisiboBe BUKOPUCTAHHSA Oy-
OVHKIB, OCKINbKW Lie NPOA0BXYE nepiod akTUBHOI
XUTTERIANBHOCTI | pyXy. BynuuHe cnopapxeHHs
HeobxigHO NpoekTyBaTh Tak, Wob 3abeaneunTtu
BiOKpUTI NiHii ornagy Ta WWPOKWA NpupoaHwii
ornag. 3a umx npuunH dacag 6yanHKy NnoBUHEH
BUXOAUTU [0 TepuTopil 3aranbHOro KOpUCTY-
BaHHS.

4 PLANNING AND DESIGN

4.1 General

Building security can broadly be defined as the
use of the site layout, fabric and form of a building
to protect the occupants and their possessions
from harm. Key design factors include physical
layout, location of doors and windows, control of
access and movement, formal and informal hu-
man surveillance. Manipulating these elements of
architectural design with an awareness of their
impact on security at the design stage, can
achieve significant gains in controlling crime and
nuisance behaviour.

Professionals with appropriate crime prevention
expertise should be included in the design team
(see 4.2) and should be involved to ensure that
crime prevention factors are included in the de-
sign.

4.2 Designing to include safety and security

The design team should consider the various fac-
tors that can influence the opportunity to commit
crime. Amongst the most important of these are:

a) ownership;
b) human presence;
¢) conflict minimisation.

It is essential that the design of public space be
such that people begin to regard it as their own
and take responsibility for it. If this can be
achieved, crime and antisocial behaviour are less
likely to occur, or continue without the public
reacting to it.

One of the strongest crime prevention factors is
the risk of being seen and identified. Therefore,
human presence and natural surveillance are
very important. Where possible, mixed usage of
units should be encouraged as it prolongs life and
movement throughout an extended period of the
day. Street furniture should be designed to enable
clear sight lines and provide wide natural surveil-
lance. For the same reasons, buildings should
front onto public space.



[Mpu nnaryBaHHi HaBKOMWLLIHBOrO cepenosulla
HeobBxigHO BpaxosyBaTW hakTop cCTpaxy nepen
peanbHO 3MOYMHHICTIO. [loBuHHA ycyBaTucs
Oynb-aka 0O3Haka, WO MOXe CNpUHMHWUTA KOH-
hnikTHY cutyauito.

BesneyHnin Ta KOMMNNEKCHUA AW3ailH OTOYeHHSA
nopofXXye BiguyTTA 0Oesnekn Ta 3a0X0Yye
KOPUCTYBATUCH HUM.

4.3 AHani3 pusukis

4.3.1 3azasnibHi NOST0KEHHS

Byab-aka crtpateria 3anobiraHHA 3nodnHam e
cTparTericto KepyBaHHA pusukamn. Tomy Ans Toro,
wob po3pobuTth ethexrTusHy cTpaTerito, Baxineo
BU3HAUMTM Ta npoadaniayeatu Bci akTopu
pU3KNKY.

4.3.2 Micyesi pakmopu

Mpu oUiIHIOBaHHI pPiBHSA PU3NKy BaXKMBO Haja-
BaTh NPIOpPUTET aHanisy MicleBUX YNHHYKIB. [ins
LbOro NOTPIGHO NOUNHATK 3 aHaMi3y 3NOYNHHOCTI
B HalbnmkdoMmy OTOUEHHI, BU3HAYEHHA TUNiB
OOKYMEHTOBaHUX 3MOYNHIB, Ae | KoNu BYNHANKUCA
3M104YMHKU Ta XTO OyB XepTBamu. Liboro Moxnmeo
JOCSITN NPOCTOPOBUM KapTorpadysaHHaM, Wob
BU3HAYUTU MiCUA KOHUEHTpauii 3NOoYMHHOCTI
(rapsaudi micus).

Tako) BaXNUBO BpaxoByBaTy, Lo ¢hakTopu, SKi
BMNMBAIOTb HA MOXIUBICTb CKOEHHST 3NOYMHY, He
000B'AKOBO BMHUKAIOTL Y HANbAMXKIOMY OTOYEH-
Hi. Hanpuknag, 3py4yHui Wwnax mix ABoMa Mono-
ODKHUMKM  3aKnagamMyu MOXe nponaratv depes
BUpoSHUYMIA NpocTip. |, Xoua MosoAbKHI 3aknaau
3HaXOAATLCA Ha feskili BiaCTaHi Bif MarasuHy
abo ogicy, HasBHICTb BIAHOCHO BEAMWKOT KINbKOCTI
nioael, ki BUKOPUCTOBYIOTL Uen LNAX, MOXe
BNNWBATU Ha BIPOFAHICTb CKOEHHS 3M104MHY.

[Mpu 3sefeHHi HoBKUX BYyAUHKIB MOXNMBA CUTYa-
Lig, Konwu nonepeaHi npobnemu 3i 3NOYUMHHICTIO
BigcyTHI abo BignNoOBIAHI 3anucy He iCHYTb. Y
LbOMY pasi BaXJIMBO BpaxoByBaTWl MOXNUBUNA
PO3BUTOK 3MOYNHHOCTI, TOBTO, AKi TUMW 3NOUUHIB
abo aHTUcoUianbHOI NOBELiHKM MOXHa nepepn-
BaunTh nicns nodaTky ekcnnyaradii.

MeToan po3paxyHkiB PU3MKYy BUHUKHEHHS 3510-
YMHY Ta METOAMKA 3MEHLUEeHHA LUUX PU3nKis y
HaBKOMULWHLOMY OTOYEHHI, LEeHTpanbHUX 4Yac-
TUHaX MicTa Ta NPOMWUCNOBUX 30HAX MOJAHO Y
ENV 14383-2 (auBs. po3gin 5).
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Fear of crime, whether real or perceived needs to
be considered and the design of the environment
should reflect this. Any design feature that could
possibly give rise to a potential conflict situation
should be avoided.

Safe and integrated environmental design will en-
courage the use of spaces by engendering a feel-
ing of security.

4.3 Risk analysis

4.3.1 General

Any crime prevention strategy is essentially one
of risk management. Consequently, before an ef-
fective strategy can be developed, it is important
to identify and understand the risk factors in-
volved.

4.3.2 Local factors

When assessing the level of risk it is essential to
give high priority to local factors by carrying out a
diagnosis. This may involve carrying out an analy-
sis survey of crime in the immediate neighbour-
hood, to identify the type of crime reported, where
and when incidents occurred and who the victims
were. This may be achieved by spatial mapping to
identify crime clustering or hot spots.

It is also important to be aware that factors which
may influence the opportunity for crime may not
necessarily be in the immediate locality. For ex-
ample, a convenient route linking two features
attractive to young people may pass through a
commercial area. Although the features them-
selves may be some distance away from the
shops or offices, the presence of relatively large
numbers of people using the route may influence
the possibility of crime.

Where the development is on a new site, it may be
that there has been no previous crime problem or
records do not exist. In these cases it is important
to consider the proposed development in terms of
potential crime generation, i.e. what crime or anti-
social behaviour could reasonably be anticipated
after completion?

Guidance on methods for assessing the risk of
crime and methods aimed at reducing these risks
in neighbourhoods, town centres and industrial
estates, is given in ENV 14383-2 (see also
Clause 5).
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4.4 Burnsig oToueHHsA

[MepLui BpaxeHHs1, OTPUMaHI NOTEHLUIAHUMI 3110-
YUHLSAMU, MAIOTb HaRBINbLLKA BNUB Ha TX pilLIeH-
HR CKOITW 3noudnH. ToprosenbHui abo Komep-
UiiHUA UeHTp, axkuil Burnsgae fobpe Bnopsa-
KOBaHWUM, CMpaBfise BpaXeHHs A0CTaTtKy, a noro
npaLiBHUKY ONiKYIOTLCA TEPUTOPIEID, NPOABNSOTL
MUIBHICT.

Komepuiitha ycTaHoBa, sika ChNpAMOBYE Oisinb-
HICTb NPauiBHUKIB HA MONINLWEHHA 0TOYEeHHA ANs
nornepemxkeHHa 3nouyuHis, 6yge Matu  MeHLWi
PU3NKN CKOEHHS MOPYLLHUKaMK 3M0UMHY Ta BULLY
AKCTb  KUTTEMQIANBHOCTI AN KOPUCTYBaMiB.
Jocsirmy LibOro MOXNUBO ABOMA LUNAXaMU:

a) HajaHHAM 3aKknafy 4iTKoi BM3HAYEHOCTI Ta
iA@HTUYHOCTI;

b) BnpoBagXeHHsIM MaKCUMaNbHO MOXUBOFO
Harnsgy 3a manHom. FNoTeHuiHMin HanagHUK He
Baxae OyTn nobaveHum. [le TiNbKM MOMXJIUBO,
HaxaHo noefHaHHA PisHUX TUNIB BUKOPUCTaHHS
Ta opeHaun. Lie mae 3MiHUTU cxemy NPUCYTHOCTI,
L0 HaaacTo 3Mory OyTh NPUCYTHIMK Y KOXHOMY
KOHKpEeTHOMY MicLi 6inbLwii KinbkocTi Noaen, sk
3abesnevaTs HethopmanbHin Harnsag.

4.5 Be3neka

3axoam 6e3neky NOBMHHI BPaxOBYBAaTUCA LLiE Ha
cTapii npoektyBaHHs 6ygisni. Mpu BU3HaYEHHI
posTawlyBaHHA MarasuHy abo odpicy Baxnnso
Gpatu [0 yBary icHytody Ta 3annaHoBaHy 3aby-
aosy.

[naHyBaHHS 30BHIWHIX Ta BHYTPIWHIX 30H Oy-
Aisni 6e3 BUCTYNIB Ta Hil JONOMOXE B OpraHi-
3auii OXOPOHHOro CNOCTEPEXEHHs, 0COBMMBO Y
NOeAHaHHI 3 AOCTaTHIM NPUPOAHUM Ta LLITYYHUM
OCBITNIEHHAM.

4.6 PosTawyBaHHst
HeobxigHo 3BepTaTtu yBary Ha HacTyrnHe.

a) CTyniHb poaTallyBaHHA HEpPYyXOMOCTI, Bpaxo-
BYIOMW, Hanpuknag, BUMOTM PUHKY Ta CTyMiHb
BNYBY YMHHUKIB Gesneku.

b) CtyniHb BnAMBY 3anponoHOBaHOro po3Tally-
BaHHA Ha 3axoau Heanekn 3 ypaxyBaHHsM:

4.4 Image of the neighbourhood

The first impressions gained by a potential of-
fender have the greatest influence on their deci-
sion to offend or not. Although a shopping or
commercial centre that appears well maintained
may give an impression of affluence it is also true
that it can give an equally strong impression that
the people who work there take pride in the area
and are more likely to be vigilant and protective.

A commercial development that encourages the
occupants to work together as a community, to
take combined action to improve the environment
against potential offenders, is likely to resuilt in
less crime and an improvement in the quality of
life for the users. There are two good ways to
achieve this:

a) By defining the development to give it a clear

_identity;

b) By ensuring the maximum permissible surveil-
lance from property to property. Potential offend-
ers do not like to be seen. Wherever possible it is
also advisable to try and obtain a mix of types of
usage and occupant. This may resuit in a varia-
tion in occupancy patterns that allow more people
to be in any particular area, exercising informal
surveillance.

4.5 Security

Security provisions should be considered in the
building design stage. It is important to take ac-
count of present and planned future develop-
ments in the area when deciding the specific
focation of a shop or office.

A clear and uncluttered design for both the exte-
rior and interior of the building can assist security
surveillance, especially when combined with
good natural and artificial lighting.

4.6 The site
Consideration should be given to the following:

a) The extent to which the selection of the location
of premises may be pre-determined by other fac-
tors, for example market requirements, and the
extent to which the selection of a site can be infiu-
enced by security factors.

b) The extent to which security provisions are in-
fluenced by a proposed location, taking into ac-
count;



— TUMIB 3N04YMHIB, sIKIi MOXYTb OYyTW CKOEHI B
MICLIAX 3 BUCOKUM PiBHEM 3110UMHHOCTI;

—~ pIi3HUX TWNIB 3NOYMHIB, #AKI MOXyTb OyTu
CKOEHi, Hanpuknag, y npuMiCbKii 30Hi.

c) IcHytoui abo noTeHuianbHi piBHi norpabysaHb,
KpadikoKk, nignanis Ta MOLWKOAXERb BMACHOCTI
Y LbOMY MiCLi.

d) HabnwxeHicTb oo micup macoBux 3ibpaHb,
Taknx Ak GyTOONBHI Ta iHWI CTagioHw, Micus
npoaaxy CAMPTHOrO, iIrpoBi MakJdaHuYNKA.

e) CTyniHb BnnMBY Ha 3axoav 6esnekn YNHHUKIB
NPUPOSHNYOrc Xapakrepy, Takux sk piukn, nava-
wadpt, norodHi ymoBMW, 3MiHa NOpW POKy Ta
CE30HHMX YMHHUKIB (HansmB TYPUCTIB).

f) MNepesarun, aki MoXxHa oTpumarth Bif Habnu-
XEHOCTi [0 MINTILLiT, NOXEXHUX YacTUH Ta CTaHLIn
wBuakoi gonomorn, abo HaABHOCTI  3axucTy
HEepYXOMOCTi BUCOKMMIK CTiHaMu abo oropoxxamm
nepumeTpis.

g) BynunyHe ocBiTneHHs.

h) PiBeHb 6e3neku cyciaxix 3aknagis.

i) MpupodHe cnocrepexerHs, To6To, NpocTip, v
sIKOMY 06’€KTM BNACHOCTI MOXyTb criocTepiratucs
3 iHWKX oB'ekTiB.

5 MOXNMBOCTI 4NA 3104YUHIB

5.1 3aranbHi NoNoXeHHsA

HeobxigHo npoaHanisyBaTy TUMWU 3M0YUHIB, AKUX
MOXHa OdikyBaTu npu HOBOMY OyAiBHULITBI.
Baxnuso pocnigMTu icHytodi 3A04MHM Ta aHTU-
couianbHy NOBEAIHKY B OTOYEHHI i npoaHaniay-
BaTW CNPUATIMBI MOXNUBOCTI 418 3NOYUHIB, L0
3yMOBINeEHi HOBO 3abya0BOHD.

['onosHa MeTa — 3aBXAW AOMaraTUcs nonepen-
XEeHHS 3N04YNHY.

5.2 Hanbinbw nowupeHi TMNKU 3nouunHis

5.2.1 3azanbHi NoONoOXeHHS

Mara3suHy Ta odicu noTepnaroTb Big Takux camux
3M0YMHIB, WO i XUTNOBI NPUMILLEHHSA, ane cyT-
TEBO Pi3HATLCA B 4aCi CKOEHHST 3N04MKY. Y Mara-
3MHax Ta odpicax vacrTie npucyTHi nau npo-
TAFOM AHS, ToAI 8K BINbWICTb XUTNOBUX NPUMiI-
LeHb y Leit 4ac nopoxHs. Kpagi>kkv 3suyainHo
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— types of crime that may occur in high crime ar-
eas, or where buildings are known crime gen-
erators;

— and the different types of crime in, for example,
a suburban area.

¢) Existing or potential levels of burglary, theft, ar-
son and criminal damage in the locality.

d) Proximity to areas of public gathering, for ex-
ample football and other sports grounds, licensed
premises or playgrounds.

e) The extent to which security problems may be
influenced by natural features such as rivers,
stream and rugged ground, the weather, the sea-
son, or seasonal factors such as influx of tourists.

f) Advantages that can be obtained from proximity
to police, fire and ambulance stations or from the
existing secure perimeters of well maintained pre-
mises with high walls or fences.

g) lllumination and coverage provided by existing
street lighting.

h) Levels of security that owners and occupiers of
other premises in the district apply to their pre-
mises.

i) Natural surveillance, i.e. the extent to which
property can be seen from other premises.

5 OPPORTUNITIES FOR CRIME

5.1 General

It is necessary to analyse the type of crime that
could reasonably be expected to occur as a result
of the new development. It is essential to research
the existing crime and antisocial behaviour of the
locality and analyse any opportunities for crime
that could result from the development.

The primary aim is always to try and prevent crime
happening in the first instance.

5.2 Types of crime that occur most frequently
5.2.1 General

Shops and offices suffer very similar crime to
dwellings but differ dramatically in the times when
the crime is committed. By definition shops and
offices are most frequently occupied during the
day whilst the majority of dwellings may be empty.
Offences such as burglary usually occur during
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CKOIOIOTBCS B YAC, KOMW TIPUMILLIEHHSA 3aMKHEHI,
Ha#BIpOrigHILLIE BHOYI, ane Kpajbkku B MarasuHax
(5.2.2 — 5.2.3) BinbyBatoTbCHA NPOTAroM AHS.

HeobxigHoO Takox naMm'aTaT, wo pobounin aeHb
MOXe NPOJOBXYBAaTUCS | MarasnHu Ta odicu
npauoBaTUMyTb A0 Ni3HBO! roguHU. Po3paxyHoK
pW3uKiB MOBUHEH BpaxoByBaTU NogibHi Bapiauii.

5.2.2 Kpadixku 3i anomom

Kpapikku 3 MarasuHis Ta odicis nepeBaxHo Big-
ByBaloThCs, KONU NPUMILLEHHSA NOPOXHI. Mpumi-
LUEHHS MOXHa PO3MOAINMTY Ha ABa TUMMK:

a) NPUMILLEHHSI 3 BUCOKUM CTYMNEHEM PU3UKY — Ti,
AKi, AMOBIPHO, € Lo aobpe opraHisoBaHuX i
LinecnpsiMoBaHux NpodecitHnxX NOTEHLINHUX Ha-
NafHWKIB, Ail AKWX 3aspanerigb CnnaHoBaHi Ta
CNPAMOBAHI Ha KpafikKy BESMKOI KiNbKoCTi ToBa-
pis abo ycratkyBaHHs, iHgopmauii abo gaHux,
HanpuKNag, MPOHUKHEHHN [0 CKNagy THTIOHOBNX
BUpOBIB | BMKpaLeHHst BaHTaXIBKU1 3 CUrapeTamu,;
b) Bunagkosi 3nogii-3NOMHUKN BUKOPUCTOBYIOTH
cnabki cTopoHu 3axomiB He3neku i 3QINCHIOIOTL
He Taki 3HauHi KpagikkW, ane BOHW TPanNAKTLCA
yacTiwe Hix cnnaHoBawi Hanagw. Mpuknapgom
Moxe ByTW panToBuiA Hanag Ha BITPUHY.

5.2.3 Kpadixku moeapy / OpibHi kpadixku
6 Maza3uHax (wonnigpmixa)

ToBapu Ha BITPMHaxX MarasuHiB ocobnueo ypas-
nusi 1o kpagpkok. o6 3MEeHWUTH MOXNUBICTb
nerxoi kpafbkku, HeobXigHO peTenbHO npodymaTi
OpieHTaLil0 | BHYTPILUHIO KOMMOHOBKY SIK Mara-
3UHIB, TaK i ogicis.

BxiaHi 30HM odpicie noTpibHO NpoekTyBaTH Tak,
wob ofHoyacHo y BiaBiAyBadiB CTBOpOBaANOCH
BpaXeHHs FOCTUHHOCTI, ane JoCTaTHLO OdhiLiiHe,
wob He CTBOPIOBATM YMOBU ONS BUNAAKOBMX
Kpapixok. MarasuHu noTpibHo cnnaHyBaTh Tak,
o6 HapaTv nepcoHany MakcumMyM MOXUBOCTI
Ans Harnsay.

Y rpoMaAcbkvx MICUSAX TakoX MOXIIMBI KULLEeHb-
KOBi Kpafixku. Llbomy moxHa 3anobirtn Bigno-
BiHWUM MNaHyBaHHAM BCepeauHi Ta 30BHi. Kpa-
ADKKM mMaiHa nepcoHanom marasvHy abo odicy
MaloTh MicLie Tam, fie Hema yMoB Ans 6esneyHoro
36epiraHHa maitHa, Tpeba Takox peTentHo pos-
rnapartv 3axogu 6esnekn Ans cKNagcbkux npu-

6

the times when premises are closed, most likely
at night, but theft and shoplifting (see 5.2.2 to
5.2.3.) occur during the day. Offices and shops
should therefore have different types of protection
against different types of crimes at different times
of the day.

it should also be remembered that work practices
are changing and both shops and offices are hav-
ing longer periods of occupation or staying open
later. The risk assessment should therefore allow
for these variations.

5.2.2 Burglary

Burglary from offices and shops occurs mainly
when premises are unoccupied, and can be di-
vided into two types:

a) High risk premises are those which are likely to
be targeted by well organised and determined
professional potential offenders who undertake
premeditated attacks, e.g. stealing in bulk, steal-
ing high value goods or stealing equipment, infor-
mation or data. For example a tobacco
warehouse is broken into and a lorry load of ciga-
rettes is stolen;

b) Opportunist burglars exploit weaknesses in
security precautions and commit lesser value bur-
glaries; these are more frequent than premedi-
tated attacks. An example might be a 'smash and
grab' attack on a window display.

5.2.3 Theft of goods / Shoplifting

Goods on display in shops are particularly vulner-
able to theft. Careful thought should be given to
the orientation and internal layout of both shops
and offices to reduce the easy opportunity for
theft.

Office reception areas should be designed so as
to give both a welcoming impression to business
people but be formal enough to deter an oppor-
tunist thief. Shops should be laid out to give the
staff the maximum opportunities for surveillance

Theft such as pick-pocketing may also occur in
public areas. This can be reduced by appropriate
layouts both inside and outside the premises.
Theft of personal property belonging to office and
shop staff is more likely to occur when facilities
are not provided for keeping property secure. The
security in storerooms, delivery areas and yards



MiLlleHb, MICLIb pPO3BaHTaXeHHS TOBapiB Ta aBTo-
CTOSIHOK.

5.2.4 Kpadixka iHghopmauii abo daHux

[ns aMeHLUEeHHsT PU3KNKY Kpaabkky iHdopmauii Ta
3bepexeHHsT [ie3faTtHoCTi komnadii HeobxigHo
3aCTOCOBYBaTY cneLianbHi 3axoaun 6esneky.

Hainbinbluum € pusnK Kpagikky JaHux i3 Kom-
N'IOTEPHUX CUCTEM, TOMY KOMM'tHOTEpU Ta NiHii
3B'A3Ky HeobXxigHO 3abesnevyBaTit 3aXUCTOM.

[ns nonepemkeHHs Kpapbkky iHdopmadii abo
MOLUKOPKEHHS flaHUX HeoBXiAHO 3aCTOCOBYBATU
HacTynHi 3acobu 6esneku:

a) 3amukatodi npucTpoi K, 3axncT nporpamHoro
3abe3neyeHHst NaponsaMn, eNeKTPOHHI MepeXeBi
3acobu 3axucTy TOLWO;

b) KOHTpONOBaHHA AOCTYNY [0 KOMM'OTEPHOIO
NpUMILLEHHS, Hanpukniag, oOMEeXeHHs OOCTyny
€NEeKTPOHHOIO KapTkow abo iHWumy Bignosia-
HUMUK 3acobamu;

C) 3aXUCT NPOTU ENEKTPOHHOIO ﬂiﬂCﬂyXOByBaHHﬂ.

Mpumitka. YbeanedeHHa iHpopmauii Ta gaHux Bia
Kpagikky abo NOLKOMKEHHS cTae Bce Binbll Baxnu-
BUM. Y TOI Yac, KONy KOMNaHis MoXe 3aMiHUTK Bkpa-
deHi abo nowkomkeHi ToBapu, BTpaTa KOMEepUiHOI
iHcpopmalii, sika CTOCYETbCA BCIEl poBOTU KOMMaHIT,
4acTO € 3HaYHO BinblU PYNHIBHOLO.

5.2.5 llikoda eid nidnany

HeobxigHi HacTynHi 3axogn 6esneku npoTv
CKOEHHSA nignanis:

a) HeobxigHoO 3abes3neunTt OXOPOHY NepUMeTpa,
wob cTpumMyBaTU NOTEHLIAHUX HAaNaAHWUKIB;

b) WinuHM BHN3Y ABEpen NOBUHHI ByTu AKHAWMEH-
LUMMU Ta FEPMETUHHIMU TaM, e Lie MOXIUBO;

C) NOLTOBI CKPUHLKWN MNOBUHHI Bignosigatv BUMO-
ram 3rigHo 3 EN 13724, 6yTu nepeBaxHo po3mi-
LWEeHUMK 3a Mexxamu Byaisni, a npu posMilLeHHi
BcepeauHi byaisni — BOrHETPUBKUMY;

d) komnaHil, ge € nigBuuieHa Hebeaneka nignanis,
MOBUHKHI MaTk CKaHyroui MalLMHK 4118 NOLWITK;

€) NOBWHHI BCTAHOBNIOBATUCA CUCTEMU asToOMa-
TUYHOro BMABMIEHHA NOXeXi Ta 1 raciHHA, Han-
puKnag, cnpvHKnepHa i3 sacobamu aBTOMaTU4-
HOrO nepefaBaHHA CnoBileHb ANA PaHHbOro
nonepemxeHHs cnyx6 noxexHo' besneku;

f) maTepianu niaBMILEHOrO pPU3NKY, SIK, HAnNpuk-
nag, nerkos3ammMucTi piauHu i rasosi 6anonHu
HeobxigHo 36epiraTn y cneuiansHUX NpUMiLLEeH-
HSAX, 0cobnMBO y Hepoboui roauHu;
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and parking areas in particular should be carefully
considered.

5.2.4 Theft of information and data

Special security measures should be taken to re-
duce the risk of theft of information in order to
maintain the company's effectiveness.

The greatest risk is theft of data held in computer
systems; therefore protection should be provided
for computers and terminal links.

The following security measures should be taken
in order to prevent theft of information or corrup-
tion of data:

a) PC locking devices, software protection by the
use passwords, electronic firewalls etc;

b) Control of access to the computer environment,
by for example a restricted electronic card entry
system or other appropriate means;

c) Protection against electronic eavesdropping.

Note It is becoming increasingly important to safe-
guard information and data from theft or corruption.
Whilst a company may be able to replace goods that
are stolen or damaged, it is often far more damaging to
lose commercially confidential information, which can
cover all aspects of the company operation.

5.2.5 Damage by arson

The following security measures should be con-
sidered to deter arsonists:

a) A secure perimeter should be provided to deter
potential offenders;

b) Gaps beneath doors should either be as small
as possible or sealed where practicable;

c) Letter boxes should comply with the require-
ments of EN 13724, preferably located outside
the building and should be fire resistant if fitted in-
side the building;

d) Companies with sensitive operations should
consider mait-scanning machines;

e) Automatic fire detection and extinguishing sys-
tems, e.g. sprinklers, with an automatic alarm
transmission facility, should be installed to pro-
vide early warning of fire to the fire services;

f) Hazardous goods such as flammable liquids
and gas cylinders should be locked in special
stores, particularly outside working hours;
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g) HesaxuLleHi NerkosaimucTi ToBapu i roprodi
Bigxoau HeobxigHo 30epirat Ha BigcTaHi Bif
Byanisenb, Wwob 3menwuTtn Hebesneky nepeku-
NaHHs nonyMm's Ha Bygieni.

MpumiTtka. Bci marasuHn Ta odicy MaloTb MoTeHLi-
anbHui pusuk nignany. MaitHo 3 NiABMLLEHUM pUan-
KOM — Le i3onbosaHi abo mano BiaBigyBaHi npumi-
LL|eHH], NpuUMiLLieHHs 6e3 oxoporu abo 3 HegocTaTHIM
piBHEM OXOPOHMU.

5.2.6 MowkodxeHHs mosapie

Mpu BENUKOMY PU3MKY NOLLKOAXEHHS ToBapis
HeoOxigHO BxuBaTW nigcuneHux 3acobis bes-
neku.

[nsa 6opoTbbu 3 3arpo3010 NOLLKOPKEHHS TOBAPIB
HeoOXiZHO CKNacTu NnaH 4l Ans BCiel kKoMNaHil.

6 YNPABIIHHA BE3MEKOIO

6.1 3aranbHi nonoxeHHs

3aranbHa cTpareris nonepemkeHHs norpabysab,
KpadbkoK Ta nmignanige y marasuHax ta odicax
NOBWHHA BKNOYaTh 3axoamn 6esneku gk y pobo-
Yuin, Tak i B Hepoboumii vac. Bei TexHiuHi | hisnyHi
3axo4u 3 nonepemKeHHs 3104MHIB NOBUHHI ByTH
NpoaHani3oBaHi 3a HaCTYMHUMU HOTUPMA MiXK-
HapoAHO BU3HAHUMI acneKkTamu;

a) CTpUMyBaHHs (YTpYMaHHS Big Hanagy);
b) HeponywenHs (GnokyBaHHA Hanaay);
C) 3aTpuMKa (YNoBinbHEHHs Hanaay);

d) BusiBREHHSA (MpUCTPOT OMNOBILLEHHS NPaBoOXo-
POHHUX OpraHis nNpo Hanag).

PesynbTati Uboro aKanisy noeuHHi 6yTu Bkmo-
YeHi JO 3aranbHOro nnady 3axopis 6esneku.
Baxnueo, wob BCi ycTaHOBM, Taki, K OKpeMuii
marasuH, ocic, ToproenbHUi LeHTp abo komep-
UilHa yctaHoBa Manu nnad 3axogis 6esnexu.
Lie nnaH nosuHeH oxonmoOBaTW BCi Henepea-
HadysaHi ob6cTaBuHK, @ BCi NPauiBHUKW NOBMHHI
OyTH O03HANOMNEHUMU 3 HUMH.

6.2 AHani3s pusukie

[lnA cknagaHHsa nnaHy 3axoais 6e3neku cnovaTky
HeobxiiHO npoBecT nornubneHe OUiHIOBAHHA
pusukie. [ns toro, Wo6 ouiHWTK HeobXigHWi
piseHb Desnekn ans okpemoro MarasuHy abo
odbicy, Tpeba BpaxoByBaTW HACTYMHI YUHHMKM:

a) sug bisHecy;

g) Unprotected inflammable goods and combusti-
ble waste should be stored away from buildings in
order to reduce the risk of an external fire spread-
ing into the building.

Note All offices and shops are potentially at risk from
arson. Properties at the greatest risk are often isolated
or unattended premises or those with little or no physi-
cal security.

5.2.6 Product contamination

When the threat of product contamination is a se-
rious risk, stringent security precautions should
be taken.

There should be a whole company emergency ac-
tion plan available to deal with threats of product
contamination.

6 SECURITY MANAGEMENT

6.1 General

The overall strategy for preventing burglary, theft
and arson in offices and shops should cover situa-
tions when the premises are open for business
and when they are closed. All technical and hu-
man prevention measures to be taken against
crime should be analysed on the foliowing four as-
pects, which are internationally recognised:

a) Deterrence (dissuasion of attack);
b) Denial (blocking the attack);
c) Delay (slowing down the attack);

d) Detection (emergency devices to advise
law-enforcement agencies that an attack is in
progress).

The result of this analysis should be incorporated
into the overall security plan. It is essential that
all units, whether a single shop, an office, a major
shopping centre or commercial development
have a security plan.

This procedure should cover all contingencies,
and be shown to, and understood by, all employ-
ees.

6.2 Risk analysis

To formulate a security plan it is first necessary to
complete an in-depth risk assessment. In order to
assess the degree of security needed for a partic-
ular office or shop, the following factors are
amongst those that should be considered:

a) Type of business;



b) npueabnueicTb TOBapy [OS1S MNOTEHUIAHOMO
HanajHuKa, roTiBKOBUX KOLLTIB i KOHMIAEHUiAHOT
iHcbopmauii;

C) MOXNUBI WNSXU- ONa BUHECEHHs abo BuBe-
3eHHs BKpageHoro ToBapy. Li wnaxu moxyTb
BiAPI3HATUCA Bif LUNAXIB NPOHUKHEHHS,

d) nerkicto NPOHWKHEHHS 3 BYNWUi, MoABIp'A,
JaxiB, CycCifiHix noBepxiB Ta npunernnx ob'exTis;

€) piBeHb 3axXULLEHOCTi HEPYXOMOCTI 3 TOUKU 30PY
Ti KOHCTPYKUIT;
) ypasnueicTb 40 MiCUEBWUX TUMIB 3MOYMHIB;

g) Harnag rpoMafcbKocTi, NarpynioBaHHa Miniuii
abo naTpynioBaHHA CrNy>XO0K OXOPOHU MPUMI-
LieHb Ta TEPUTOPIN.

6.3 YpaanueicTb TepuTtopii Ta 6ynieni

[onaTtkoBo Ao pekomeHgauif 3rigHo 3 6.2 Heob-
xigHo 6paTu OO0 yBaru Tpu TUNMU 30H HABKOMO
OyauHky. KoxHa 30Ha mae cneuudivHi ocobnu-
BOCTI, Aki Tpeba BpaxoByBaTu nepep BKIIOYEH-
HAM 00 nnaHy 3axoais i3 6esneku;

a) nepudepiiHa 30Ha: obnacTb 3a MeXxamu ne-
pumeTpa;

b) nepumeTrpuyHa 3oHa: obnactb M nepumert-
pom i 6yauHKoM;

C) BHYTPILWHA 30HA: NPOCTIp Y Mexax ByanHky.

6.4 KoHuenuisn 6e3neku

Y pasi HOBOT 3a6ynoBu HeobXiAHO cknNaaaTh nnax
3axofis 6esnekn 3 ypaxyBaHHAM pe3ynbTaTiB
aHanisy puankiB Ta npoekTy 6yguHky. [ns icHyto-
yux ByauHkis nNpu aHanisi puankis Tpeba oky-
CyBaTUCH Ha MUHYNUX, TenepiwHix Tta nepeg-
BayyBaHWx 3noudnMHax Ta iHopmauii Npo HUX.
HonaTtkoBo A0 pekomeHpauii arigHo 3 6.2 Tpeba
3BEPHYTU yBary Ha HacTyrHe:

a) aHania pM3nkia NoBMHEH BUKOHYBATUCS 3 ypa-
XYBaHHAM BapTOCTi MaltHa Ta pedven, Wo 3axu-
WaThCs, BKMIOYHO 3 BUMOraMin 3 CTpaxyBaHHS
Ta BUMOTaMu NoXeXxHoi besneku;

b) npoekT ByauHKy Ta 3axonm 6esnexku NoBUHHI,
3a MOXINUBOCTI, rapaHTyBaTH, O NOTEHLAHMA
HanagHUK He 3MOXKe NPOHUKHYTH 40 NPUMILLEHHS
HEMNOMIYEHUM;

AOCTY-H b CEN/TS 14383-4:2011

b) Attractiveness to the potential offender in terms
of goods, cash and confidential data;

c¢) Potential escape routes for the removal of sto-
len goods. The escape route may not be the same
as the entry route;

d) Ease of access from the street, open areas, ad-
jacent roofs, floors above and below the premises
concerned if not under single occupancy, and
from adjoining premises;

e) Degree of inherent security of the premises in
relation to its construction;

f) Vulnerability relative to local trends in crime;

g) Surveillance provided either by normal public
activity, routine police patrol of the area or by se-
curity patrolling of the premises and/or its sur-
roundings.

6.3 Vulnerability of site and building

In addition to the criteria given in 6.2, the analysis
should also include consideration of the following
three types of space around the building. Each
type of space has special conditions requiring
assessment before incorporation into the overall
security plan:

a) Peripheral space: land outside the perimeter
boundary of the site.

b) Perimetric space: area between the perimeter
boundary and the building envelope;

c) Volumetric space: enclosed space within the
building.

6.4 Security concept

A security plan should be formulated taking the
risk analysis into account, together with the build-
ing design in the case of a new-build develop-
ment. For an existing building, the risk analysis
will have focussed on past, present and projected
incidents and information. in addition to the guid-
ance in 6.2, the following points should be consid-
ered:

a) An assessment of the risk should be carried out
in relation to the value of the property and the
items to be protected, including fire and insurance
requirements;

b) The design of the building and the security
measures employed should ensure as far as pos-
sible that potential intruders cannot gain entry to
the premises unseen,;
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C) MpY NNaHyBaHHi NpuUMiLieHb nosuHHa ByTu
nepeabadeHa MiHiMi3aList BTPaT Bifl Kpagiok;

d) 3acobu ans KOHTPOMIOBAHHS BXOAY Ta BUXOLY
NpaLuiBHKKIB, BOAIIB, 3aMOBHKKIB, NpubupansHm-
KiB, BifiBiAyBauiB Ta 06CNYroByHOro nepcoHany
noBuHHI ByTU Nig Harnsgom;

e) noBuHHI 6yTu BCTaHOBMEHI Ta 06cnyroeysa-
TUCS BIANOBIGHI npunagy 3axuUCTy NepUMETPa,
30BHILUHIX ABepeit, BIKOH Ta jHLUMX MOXNIUBUX
MiCLb ZoCTyny;

f) e ue HeoOXigHO, NOBUHHI BUKOPUCTOBYBATUCH
OXOPOHLY Ta OXOPOHHE Bil€OCNOCTEPEXEHHS;

g) HeoOxifgHo 3abesneuntn 3acobamu 3axucTy
Jopori ToBapu, roTiBky Ta iHthopmaLiito;

h) HeobxigHo npoknacTy ybesneyeHi TenedoHHi
kabeni Ta kabeni ans nepenaBaHHs TPUBOXKHMUX
CMOBILLEHD;

i) aBTOMOGINI NOBUHHI yTpUMyBaTUCA NO3a Me-
Xamu ybesneveHoro npocrtopy, ane nif Harns-
AoM;

j) Ha micusix anst HebesneuHux ToBapiB HeOBXiAHO
BCTaHOBUTU RONEpemKeHHs;

k) noeuHHO 6GyTh 3abe3nevyeHe OXOPOHHE OCBIT-
NEeHHS;

1) noBuHHi ByTu nepenbaveri 3acobu ana ckna-
JlyBaHHS 30BHI NpUMILLIEHb.

7 PEKOMEHAALIN 3 MIABULLEHHA
BE3MNEKU MATA3UHIB TA O®ICIB

7.1 BusHayeHHAA HeobOXigHOro pPiBHIO 3aXUCTY

Y goaatky A noAaHo pekomengauil Wwogo snpo-
Ba/PKEHHS BiAMOBIAHOrO PiBHA 3aXWCTy TOBapiB
Ta nocnyr, SKi HagawTbCA MarasMHamy Ta iH-
WMMK 3aKnagammn po3apiBHoi Toprisni. Ix Takox
MOXXHA 3aCTOCOBYBATH AN OPICHUX NPUMILLEHD,
e HeobxigHo Hparty go ysaru 3arpoly BTpaTy
obnafHaHHHS, iHdhopMaLil Ta AaHuX.

3rigHo 3 UMM CTaHOapTOM BKasaHi pexomeHaali
3 ypaxyBaHHAM cneundidHUX BUMOr MOXHa
3acTOCOBYBATU AK Y MarasuHax, Tak i B opicax.
[Ansa 3axucty 3aknagis po3apibHol Toprieni Heob-
XifIHO 3aCTOCOBYBATM PiBHi 3aXUCTY HE HIKYe 3a
nepepaxoBaHi y gogarky A.

Akwio ToBapw, Lo 36epiralnTbes, BIAHOCATLCA 0
Bekinbkox rpyn (nogartok A), HeobxiaHo 3acToco-
BYBaTK BULLMIA PIBEHb 3aXUCTY.
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¢) The interior layout of offices and shops should
be planned so as to minimize losses due to theft;

d) The access and egress control arrangements
for staff, goods vehicle drivers, contractors, clean-
ers, maintenance and visitors should be moni-
tored;

e) Adequate perimeter barriers and security de-
vices on external doors, windows and other pos-
sible points of entry should be provided and
maintained;

f) Security staff and security cameras should be
employed where appropriate;

g) Facilities should be provided for the protection
of high value goods, information and cash;

h) Secure telephone lines and cables for transmit-
ting alarm signals for emergency use should be
installed if necessary.

i) Vehicles should be kept away from secure
areas but kept under surveillance for their own
security;

j) Precautions should be put in place for hazard-
ous goods.

k) External security lighting should be installed;

I} External storage compounds should be pro-
vided.

7 SECURITY RECOMMENDATIONS FOR
SHOPS AND OFFICES

7.1 ldentifying the grade of protection
required

Annex A gives recommendations on appropriate
levels of security for a range of goods and ser-
vices provided in shops and other retail units. This
may also be relevant in office premises, where the
threat from loss of information and data as well as
equipment must also be considered.

From this point on recommendations in this TS
can apply to both shops and offices according to
specific requirements.

The following minimum levels of security should
be applied to protect retail outlets stocking the
commodities listed in Annex A,

Where a number of goods kept on premises fall
into more than one commodity group, see Annex
A, the higher level of security should be applied.



Mpy BUGOPI PiBHA 3aXMUCTY A5 OKPEMOTo 3aknagy
p0o3apiBHOT TOpriBNi B TOProBenbHOMY KOMNNEKC
Tpeba BpaxoByBaTH, YW 38KPUTUIA KOMMNNEKC ANA
BiABIgyBauiB y Hepoboumir Hac. Komnneke, sakpw-
TUA 4ns BiaBiayBadiB y Hepobouuii vac, € 6inbLu
BeanedHuM Ta noTpebye HMKHOro piBHA 3axncTy
HX BiOKpWTWIA Ons BigBigyBayie y Hepobouui
yac.
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In deciding the level of security of an individual re-
tail unit within a shopping complex, consideration
should be given to whether the complex will be
closed to the public outside normal working hours.
A complex which is closed to the public outside
normal working hours will be more secure and
therefore will need a lower level of internal secu-
rity than one which is open to the public outside

normal working hours.

Ta6énuusa 1 — PekomenaoBaHi knacu onopy Ans JOCATHEHHA HeobXiAHOro piBHA 3axucTy

Table 1

— Recommended resistance class of product to achieve specified levels of protection

PiBeHb 3axucty
Level of protection

Shutters — prEN 1627, resistance class

Mara3uHu T1a othicu. BypisennHa PiseHb 1 |PiBeHb 2 (PiseHb 3 |PiBeHb4 |PiBeHb S
yacrTuHa / obnanHaHHA
Shops and offices. Building part / Grade 1 Grade2 |Grade3 |[Graded4 |Gradeb
equipment
Oeepi — prEN 1627, knac onopy

1-2 2-3 3-4 4-5 4-6
Doors — prEN 1627, resistance class
B|-|(Ha — prEN 1627, knac or?opy 12 13 3 34 4
Windows — prEN 1627, resistance class
Xanto3i — prEN 1627, knac onopy 1 2 2-3 3-4 4-5

AKULO Xario3i BUKOPUCTOBYIOTLCS 3 TPUBKUM [0 3TIOMY BiKHOM
abo gBepuma, Knac onopy Moxe GyTu 3HUKEHO

If the tested shutter is used together with a burglar resistant win-
dow or a door, the resistance class can be reduced

3ackneHi yactuHu — EN 356, knac, P4A / nog- | P5A / nop-
auB. Takox prEN 1627 BiltHe BitHe
CKNiHHA CKINIHHA P6B / P4A | P7B / P4A | P8B /P6B

Glazing parts — EN 356, class, see also |double double
prEN 1627 glazing glazing
Uuningpyn ans samkie — EN 1303,
Kna.c, ave. Takox prEN 1627 4 4 5 5 5
Cylinder for locks — EN 1303, class,
see also prEN 1627
Yci ykpinnioroui oropoxi (3axucHi Hema Hema INoBKHHI IMoBuWHHI MoBUHHI
rpaTtu, opraHiyHe ckno, ctanesi abo ByTn oytu Bytu
AepeB'aHi naHeni)
All enclosures reinforced (security No No Yes Yes Yes
grilles, polycarbonate, iron or plywood
paneliing)
Cucrema KOHTPOMNIOBaHHA AocTyny Hema 3a baxaH- | 3a 6axaH- | 3a 6axaH- | [ToBUHHI

HAM HAM HAM oyTun
Access control system No Optional |Optional |Optional |Yes

3acTocyBaHHA CUCTEMU KOHTPOMOBAKHA JOCTYNY 3anexuTb
Bif PiBHA 3aXUCTy Ta ypasnuBOCTI MiCLLe3HaX04XKEHHS.
Application of access control systems will depend on levels
of protection required together with vulnerability of location.
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KiHelb Tabnuui 1

PiBeHb 3axucty
Level of protection

KoHTponioBaHHSA pyXy TpaHCNopTy
(6ap'epu npoTu 3iTKHEHHS, Bopaopy,
Tymbu, wnarbaymu)

Traffic control

Collision barriers (Road blocks, Bollards,
Barriers)

3acTocyBaHHs 6ap'epiB NpoTH 3ITKHEHHA 3anexunTs Bia
JocTyny Ao 6yauHKy Ta WnaxiB nig'isgy TPaHCNopTHUX
3acobis.

The use of collision barriers is dependent on the building
accesses and vehicular access ways to the building.

Cucremu 0XOpOHHOTO Bigeo-
cnoctepexeHHs EN 50132-7

CCTV surveillance EN 50132-7

3a baxaHn- | 3a 6axaH- |3a 6axaH- [[10BUHHI | TToBUHHI
HAM HAM HAM ByTH Byt
Optional {Optional |Optional |Yes Yes

3acTocyBaHHA CUCTEM OXOPOHHOIO BiBEOCNOCTEPEXEHHS
3aneXuTb Bif MICLA 3HaXO0KEHHSA

The application of CCTV surveillance depends on the loca-
tion

CucTtemu TPMBOXHOT curHanisatiil.
Cucrema oXOpOHHOT curHanisauil.
EN 50131-1, knac 6e3neku

Alarm systems

Intrusion system
EN 50131-1 Grade

3a baxaH- | 3a 6axaH-
HAM HAM
Optional  {Optional 2 3 4

Ceitcp EN 1143-1

Safe EN 1143-1

BumaraeTbes, SKWO piBeHb BapTOCTi LIHHOCTEN NepeBuulye
BU3Ha4eHUN

Required when the valuables exceed a specific amount

KyneTpuBkicTb
EN 1063, EN 1522

Bullet resistance
EN 1063, EN 1522

Kynerpuekicte (EN 1063, EN 1522) Ta cTiltkicTb fo BUBYXy
(EN 13541, EN 13123-1, EN 13123-2) Bumaracetbcs B
3anexHocTi Big BUAY AISNbLHOCTI, HANpUKNaa: TopriBng
toBenNipHUMK BUPOBaMK, KOLLTOBHOCTSIMM.

The bullet resistance (EN 1063, EN 1522) and explosives
(EN 13541, EN 13123-1, EN 13123-2) depends on the
nature of activities (e.g.. goldsmith's, jewellers).

8 3AXUCT nigxoais, WnsaxiB AOCTYNY

TA NEPUMETPA

8.1 3aranbHi NONOXeHHSs

[lns okpemux 3aknagis MoOXHa He 3aCTOCOBYBaTU
BCi HWX4e nepepaxoBaHi 3axoau abo 3actoco-

BYBAaTH B iHLLOMY MOPSAKY.

8.2 Mipxoau Ta BXxoau

HopatkosBo fo pekomeHgaLii 3rigHo 3 6.3 Heob-

XigHo 3abesneuunTu:

a) fiCHe No3HaYeHHs HanpsAMKIB,

b) BiakpuTi niaxogu 6e3 nepeLuxkoa;
C) NiHii Harnagy 6e3 nepeLukoa;

d) BignoBigHe ocBiTNEHHS.

12

8 APPROACH, ACCESS AND PERIMETER
PROTECTION

8.1 General

A specific site may not include all of these fea-
tures, and they may be encountered in a different
order.

8.2 Approach and entrance

In addition to the advice given in 6.3 on type of
space, consideration should be given to provid-

ing:
a) Clear directional signage;

b) Open and uncluttered approaches;
¢) Unobscured sight lines;

d) Appropriate lighting.



Lli pexkomeHpauil OAHAKOBO BIOHOCATLCS [0
Jlopir, Micllb pO3BaHTaXEHHA Ta 3aBaHTaKeHHA
Ta aBTOMOBINbHUX CTOSTHOK. TpaHCnopTHi 3acobu
NOBUHHI, Hampuknaz, JOoTpUMyBaTUCA npasun
napKyBaHHs 32 HassBHOCTI aBTOBYCHUX 3yNUHOK.

8.3 3axmucT nepumeTpa

8.3.1 Ozopoxa

[na BinokpeMmneHHs marasuHy abo odicy Bif
TepuTopil 3arafnbHOro KOPWUCTYBaHHA, 3a MOX-
NWBOCTI, NOTPIGHO BCTaHOBMOBATU Oropoxi. 3a-
NEXHO Bifi CTYNEHs1 PU3MKY oropoxa moxe 6ytu
HacTyNHUX TUNIB:

a) ciTka pabuus (EN 10223-6);

b) ctanesa nanicagHa oropoxa (EN 10223-7);
C) PO3TArHyTa MeTanesa oropoxa,

d) 3BapeHa oropoxa 3 Biukamu EN 10223-4),

€) enekTpuyHa oropoxa (y BUHATKOBUX BUNap-
Kax).

Moxnuso, Wo edekTMBHUA 3axucT byae aocar-
HyTO BiNnbll eCTETUHHUMU 3aX0AaMMU, AK, HANPWK-
napn, XuBa oropoa. Y Miclsix i3 BACOKUM pPiBHEM
pU3nKy Oropodi MOBWUHHI BYTU NOMNOBHEHI OCBIT-
SIEHHAIM, CUCTEMOIKD OXOPOHHOTO Bigeocnocrepe-
YKEHHS Ta CUCTEMOID OXOPOHHOT CcuUrHanisauii.

8.3.2 KoHmpoJsiroeaHHs1 pyxy mpaHcrnopmy

Ons obmexeHHs HeCaHKLUiOHOBaHOro p[octyny
aBToTpaHcnopTy Ao 6yanHky abo TepuTopil Tam,
e HeobxiaHo, NOTPIBHO BCTaHOBNOBATH 3acobu
nepeLIkoaKaHHs pyxy, Hanpuknaa:

a) wnarbaymie (KOHTPOMIOBAHHA TiNbKA pPyXy
aBTOTPaHCNopTy);

b) aBToMaTU4HUX BOPIT (KOHTPOMIOBAHHA pPYyXY
aBTOTPAHCNOPTY Ta MILLOXOAIB);

C) Ha3eMHWX BUCYBHWUX CTOBMIB Ta BnokKis, Tymo,
CTPIMOK 3 NPOTULLNHHUMU Wnnamn (NpoTn BTOp-
THEHHs Ha aBToMOBini).

3acobu nepewkogKaHHA pyXy MOBUHHI Kepyea-
TUCs BpyYHy abo aBToOMartuyHo, aBTOHOMHO abo
auctaduindo. Baxnueo, wob ui 3acobun He ne-
pelukogXanu asToMobingMm cnyxb TepMiHOBOI
gonomory.

8.3.3 Bopoma e o2opoxax

BucoTa i KOHCTPYKLiS BOPIT NOBWHHI BianoBigaTu
piBHIO 3axncTy oropoxi. KoHCTpykuisa 3asicis no-
BUHHA NepeLuKo;pKaTh NigHATTIO BOPIT Ta BUKO-
puUcTaHHo X 4na nepenasy. HeobxigHo sano-

OCTY-H b CEN/TS 14383-4:2011

These considerations equally apply to service
roads, delivery areas and car parks. Transport
facilities should be considered in respect of the
location of bus stops for example.

8.3 Protecting the perimeter area of the site

8.3.1 Fencing

Perimeter fencing should be installed, where ap-
propriate, to provide enhanced protection from
the peripheral space around a shop or office. Per-
imeter fencing may be one of the following types
depending on the risk assessment:

a) Chain link fencing (see EN 10223-6);

b) Steel palisade fencing (see EN 10223-7);

c) Expanded metal fencing;

d) Welded mesh fencing (see EN 10223-4);

e) Electric fencing (in exceptional circumstances).

It is possible that effective protection m'ay be
achieved by more aesthetically pleasing mea-
sures such as defensive planting. In high-risk lo-
cations, lighting, CCTV and alarm systems can
supplement fences.

8.3.2 Traffic control

Traffic barriers should be used, where appropri-
ate, to offer limited protection against unautho-
rized vehicular access to the site or buiiding. They
consist of, for example:

a) Swing pivoted arm barriers; (only a traffic con-
trol);

b) Rolling gates (control of pedestrians and traf-
fic);

¢) Ground based rising steps or plates, road
blocks, Bollards, tyre killers (against ramming
with vehicles).

Traffic barriers may be controlled manually or au-
tomatically with local and/or remote control facili-
ties. It is essential that the barrier installation
allows access to emergency vehicles.

8.3.3 Gates in fences

The height, design and construction of gates
should have a similar protection according to the
adjoining fence. Hinges should be constructed
in such a way as to prevent lifting and should be
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GiraT¥ NPOHUKHEHHIO Nif BOpOTamu. 3amuKatodi
NPUCTPOT NOBUHHI OYyTK HaAiAHO BCTAHOBIEHI Ta
saxuueHi arigho 3 EN 12209 i EN 1906.

8.3.4 KonmpounbHo-nponyckHul nNyHKm
8.3.4.1 3azanbHi nonoXeHHs

Axwo Ao ByANHKY iCHYE IHTEHCUBHWMA pyX BaH-
TaXHOro TpaHCnopTy, NoTpibHO 3abeaneynT 06-
nafgHaHe Micle ana oxopoHu 6ing Bopit. Tpeba
3abe3neunTu OKPEMMUIA KOHTPONBLOBAHWIA NpoXia
NS MioxoAiB — npauiBHYKIB Ta BiABiAyBaYiB.
8.3.4.2 PoamatuysaHHsa ma cmpykmypa
KOHTPONBHO-NPOMYCKHWA NYHKT — Ue NepLuuni
3acib KoHTponioBaHHst goctyny Ao 6yavHky abo
KOMNIekcy, BiH MoBWHeH OyTh Ha BiacTaHi BiA
ocHoBHoro 6yauHky. BopoTa Ta 3acobu KOHTpo-
MIOBAHHS PYXY NOBUHHI BigYMHATUCA TiNbKuU AN
ocib, Aki Bynu nepeBipeHi Ta ineHTUIKOBaHI.
Bopota Ta wnarbaymn 6e3 gornsay nepcoHany
NOBUHHI BYyTU 3aMKHEHUMMU.

KOHTPONbHO-NPONYCKHWIA MYHKT € YaCTUHOI 3a-
ranbHOi cuctemu Desnekn nepumeTpa AN KOH-
TPOMtoBaHHA JOCTYNY A0 YCTaHOBWU. BiH noBuHeH
ByTM pPO3TaLIOBaHMiA 3 ypaxyBaHHSM ocobnu-
BOCTEN 06NalTyBaHHA YCTaHOBW.

KOHTPONbHO-NPONYCKHWA MYHKT NOBMHEH ByTu
MILHOT KOHCTPYKLIT, MPOTUCTOATU BUMAAKOBOMY
Ta HAaBMUCHOMY 3iTKHEHHIO 3 aBTOTPAHCMNOPTOM.
KOHTPONBLHO-NPONYCKHUA MYHKT MOBUHEH MaTK
NpuiAManbHiO,  BiANOYUBANBHIO, MPUMILLEHHS
KOHTPOMIOBAHHA Ta Ornsay, NPuUMilLeHHs ans
36epiranHs, BOUpanbHio.

[Jsepi ans npoxogy NOBWHHI ByTW 3aMKHEHUMU
3cepelvHU | BiOYWHATMCH TiNbKU BCEpefuHY.
[iBepi KOHTPONBHO-NPONYCKHOTO MYHKTY MOBUHHI
BYTW MiLHUMM Ta He MaTW 30BHILUHLOT pyYKU, YCi
3ackneHi YacTuHK Asepeit NoBUHHI ByTn nNposo-
PUMU B OQHOMY HarpsiMKy.

8.3.4.3 Tunosi 0608'a3Ku nepcoHany OXOpPOHU

lNepcoHan 0XopoHW NoBUHEH nepebyBaTh B KOHT-
pOnNbHO-NPONYCKHOMY NYHKTI 24 rof, 3a3Buyait
12 rOA Ha BapTi B KOHTPONbHO-POMNYCKHOMY
nyHKTi Ta 12 rog Ha BapTi B AUCNETYEPChKIN.

O60B'A3kn nepcoHarny OXOPOHW KOHTPOJIbHO-
NPONYCKHOTO NYHKTY:

a) KOHTPOIOBaHHA BOPIT Ta 3acobiB nepetukos-
XaHH$ pyxy;
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shielded, in order to prevent their use as ladders
or climbing frames. It should not be possible to
gain access under the gate. The locking device of
a gate should be securely mounted and protected
as in EN 12209 and EN 1906.

8.3.4 Gatehouse
8.3.4.1 General

When premises have a substantial flow of goods
vehicles, manned and equipped gatehouses may
be provided. Consideration should be given to a
separately controlied access point for pedestri-
ans, staff and visitors.

8.3.4.2 Location and structure

As the gatehouse is the first means of controlling
access to any site or complex, it should be sited
some distance from the main buildings. Gates
and barriers should only be opened for persons
who have been checked and identified. Unman-
ned gates and barriers should be kept locked.

The gatehouse should form an integral part of the
perimeter security fencing in order to control ac-
cess to the site. It should be positioned so as to
take full advantage of the site layout.

The gatehouse should be of substantial construc-
tion, capable of withstanding the accidental or de-
liberate impact of vehicles. The gatehouse should
include a waiting room, staff rest room, search
room, store and toilet facilities.

Access doors should be lockable from the inside
and only open inwards. The gatehouse door
should be robustly constructed and have no exter-
nal handles. Any glass panels within the door
should be one-way vision,

8.3.4.3 Typical duties of gatehouse security staff

Gatehouses should be manned as long as re-
quested, i.e. on a 24hour basis, typically 12hour
on gatehouse duty and 12hour on control room
duties.

Gatehouse duties can include the following:

a) Controlling gates and barriers;



b) Harnag 3a asepuma,

C) KOHTPONIOBAHHSA PYyXy aBTOTPaHCNOPTY,;

d) nepesipka Ta iaeHTudiKauia Biasiaysavis,

e) Bugaya Ta NoBEPHEHHS nepenycTok Biasidy-
Bavam;

f) 3anuc yacy BXoay Ta Buxofy BiABidysadis Ta
TPaHCropTy;

g) ornaa TpaHcnopTy, BiABiAyBaYiB Ta nepcoHany
(ne NPUAHATHO);

h) cynposig BigBigyBadis;
i) nepeBipka BIANOBIAHOCTI BaHTaXy TOBapoO-
CYNpPOoBIAHMM AOKYMEHTaM.

9 3AXUCT OBOJIOHKU bYAIBJI

9.1 AHani3 pu3ukis

Mpn aHanisi pu3uKiB OTOYEHHA MarasuHy abo
odicy noTpibHO chokycyBaTUCH Ha:

a) ABepsx Ta BiKHax;

b) bacani Ta paxy;

C) MpUBATHUX MiCLSIX ANS NapKyBaHHSA.

9.2 BynisenbHi maTepianu

9.2.1 3azasibHi NMOsI0XEeHHs

LLlo6 3abesneunTn MiHiManbHWi piBeHb He3neku,
HeobXxigHO BMKOpPUCTOBYBATM MaTtepianu, CTilK
L0 (hisudHoro Hanagy abo nowkogxeHHs. o6
3anobirtu NOTEHWIAHUM Hanagam 3 BUKOPUCTaH-
HAM TpaHCMopTHMX 3acobiB ans npobuTTa CTiH
abo ycyHeHHs 3acobiB 3axucTy, MOXYTb BUKO-
pUCTOBYBAaTUCS 3axWCHi pewiTku, crosnu, OGe-
ToHHi 6noku abo nogibHi 3acobu saxucty. Konu
MOBa iie MPOo HeMILHY KOHCTPYKUil0, Hanpuknag,
3 rincokapToHy, 30inLWKWTK piBeHb Gesneku fo-
NOMOXe Take YKpINMeHHsA, SK apMyBaHHs MeTa-
nesuMn peuliTkamm.

9.2.2 KoHmypu ma 308HiulHEe 03306J1eHHA
6yOuHKy

KoHTypu Ta 30BHiWHE 03a00neHHa 6yaAuHKy He
NOBWHHI NepekpuBaTth 30HY ornagy Ana sabes-
nevYeHHs 3axucTty nepumeTpa (ame. 6.3). HecaHk-
LiioHoBaHE NPOHUKHEHHA MOXe 3abe3neyyBaTuch
3a [OOMOMOroK BUCTYMiB, nNapaneTie, Hiw Ta
NiaBIKOHb.

OCTY-H B CEN/TS 14383-4:2011

b) Supervising doors;

c) Controlling vehicle movements;

d) Checking and identifying visitors;

e) Issuing and retrieving visitor passes;

f) Recording entry and departure times of vehicles
and visitors;

g) Searching vehicles, visitors and staff (if accept-
able practice);

h) Escorting visitors;
i) Checking delivery of goods against records.

9 PROTECTION OF THE BUILDING
ENVELOPE

9.1 Risk analysis

The risk analysis of the perimetric space (see 6.3)
around a shop or office should be focused on:

a) Openings i.e. doors and windows;
b) Facade and roof;
¢) Surface private parking lots.

9.2 Building fabric
9.2.1 General

Materials resistant to manual attack or damage
should be used to ensure the initial provision of
security. In order to prevent potential offenders
driving a vehicle into the building structure or us-
ing the vehicle to pull the security features off,
protective grilles, bollards, concrete planters or
similar defensive features can be used. When
lightweight construction is being considered, e.g.
fragile sheet cladding, a reinforced lining such as
welded steel mesh can enhance the security of
the building fabric.

9.2.2 Building line and facings

An unobstructed building line and smooth facings
should be used to provide enhanced protection
to the perimetric space (see 6.3) as accessible
ledges, parapets, indentations, protrusions and
sills can provide means of assisting unlawful en-

try.
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9.2.3 O6nadHaHHA xumme3abesneyeHHs

[lpyn npoexTyBaHHi HeobxigHo OpaTtu oo yearu
MOXJ/TMBICTb BUKOPMCTAHHA ANS HECaHKLiOHOBa-
HOro NPOHUKHEHHS KOMYHIKaLiAHKX criopyq Ta 06-
NafHaHHA, Hanpuknag, BaHTaXHUX NiTiB, MiCLb
[OOCTaBNAHHSA NANbHOrO, BEHTUNALIAHNX LIAXT.

He moxnueo, nogibhi sacobu noTpibHo posTa-
LIOBYBATK B 3aMKHEHWUX npuMilleHHsax. Hai-
nerwuin wnax 3abnokysaTu cuctemu Gesnexm
BYOWHKY — Le BUMKHEHHSI eNeKTpOnoCTaqyaHHs.
IHXeHepHi KoMyHikauii € HalbinbW BaXnUBUMU
Mpy OLHIOBAHHI PU3UKIB.

9.3 O6nawTyBaHHA npunernoi Teputopii
TpebGa npupinaTv yeary npogymaHoMy posTa-
LUyBaHHIO HacamkeHb, TyMb, Hacunie abo KaHas
ANA nonepemKeHHA NPOHUKHEHHS 3 BUKOPUCTaH-
HAM aBTOTPAHCNOPTY 4epes ypasnuei YacTUHK
ByanHky.

9.4 3oBHiwHi aBepi

9.4.1 3azanbHi NonoXxeHHs

30BHILUHi BEPi NOBUHHI 6yTY PO3TaLLIOBaHI B NONi
30py niogen, He NoBUHHI ByTn npuxoBaxi, byTw
nobpe ocBiTNEHMU ANt nonepeaKeHHs! HE3aKOH-
HOro BTOprHeHHs. ABapinHi abo NOXexXHi BUXoaM
notpedyloTb 0co6NMBOT yBarn ANs nonepeaxeH-
HA 3NOBXUBaHHA y poboui yacu.

9.4.2 Tpueki do 3namyeanHs deepi

30BHiLUHI ABepi, TPMBKI A0 3NaMyBaHHS, NOBUHHI
BiAnosigaTu sumoram prEN 1627.

9.4.3 BxidHi ma euxidHi Oeepi
0ns nepcoHay

BxigHi Ta BUXigHi ABepi Ang nepcoHany NoBUHHI
OyTW 3axulleHUMK Bif HECaHKLiOHOBaHOro Aoc-
Tyny. Bxin Ta BuXig nepcoHany noBUHEH KOHTPO-
nioBaTuca oxopoHuem 6ins asepei 3a fonomo-
TOl0 CUCTEMW OXOPOHHOIO BiAEOCTIOCTEPEKEHHS
abo cucTemu KOHTPOSIOBaHHA AOCTYMY.

TMpumirka. ¥ Benukux ocpicax abo marasunax Gesneky
MOXNVMBO MIABALMTY 32 [ONOMOMO KapToK iaeHTw-
thikauii abo KOHTpONIOBaHHA JOCTYNY ANs NepcoHany.
[MpOTe eNeKTPOHHI CUCTEMW KOHTPOMIOBAHHSA AOCTYNY

He 3afieaneuyioTb 4OCTATHLOrO PIBHA 3aXUCTY B HEPO-
6oy rogunHu.

9.4.4 BxidHi ma euxioHi deepi
ons eideidyesayis

BxipHi Ta BuxigHi aepi aAns Bigginysauis B odi-
cax NoBuHHi 6yTu:
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9.2.3 Essential service facilities

Designers should consider the potential for unau-
thorized entry by use of facilities for essential ser-
vices, for example goods lifts, fuel delivery points
or ventilation ducts.

Where possible such services should be con-
cealed and / or located in locked compartments.
The simplest way to compromise the security of a
building is to interfere with the power supply. Ser-
vices are of prime importance in the risk assess-
ment.

9.3 Landscaping

Where appropriate, consideration should be
given to the strategic placement of planters, bol-
lards, mounds or trenches to deter intruders from
gaining entry by using a vehicle to 'ram raid' vul-
nerable parts of the building envelope.

9.4 External doors

9.4.1 General

External doors should be located in view of the
public, should not be hidden or screened and
should be well lit to deter attempts at illegal entry.
The emergency or fire exit doors need careful
consideration to prevent abuse while the building
is occupied.

9.4.2 Burglar resistant doors

Burglar resistant external doors should comply
with the requirements of prEN 1627.

9.4.3 Entry and exit doors for staff

Entry and exit doors for staff should be secured in
such a way as to prevent unauthorized access.
The entry and exit of staff should be supervised by
an attendant at the door, or use of CCTV and/or
an access control system.

NOTE In large offices and shops, security can be im-
proved by issuing staff with identity or access control
cards. However, electronic access systems do not nor-
mally provide an acceptable level of security outside
normal working hours.

9.4.4 Entry and exit doors for visitors

Doors for admission of visitors to offices should
either be:



a) KOHTPONbOBaHi cekpeTapem abo OXOpoHLEM;

b) nig nocTiHUM Harnagom 3 odicy Gesnoce-
penHbo abo 3 BUKOPUCTAHHAM CUCTEM OXOPOH-
HOTO BIAEOCNOCTEPEXEHHS,

C) 3a4UMHEHUMW, MaTy CurHan Ha BXig 3a Aono-
MOroto A3BiHKa abo iHWOro NpUCTpOoIo, Harpuk-
nan, AoMoOoHY.

Byob-aKki ABepi MarasuHy — A0 NpuBaTHUX Npu-
MittieHb abo npUMitLleHb TiNBKY ANA nepcoHany —
MOBWUHHI BYTW 3axuLLieHi CUCTEMOIO KOHTPOJIIO-
BaHHsa gocTtyny abo 6yTn nig Harnagom 3 odicy
i KOHTpOMOBATUCH 3@ [OMOMOIol0 E€NeKTPOHHNX
3acobiB UM cUCTEMU OXOPOHHOro BifeocnocTte-
PEXEHHS.

[Je ue moxnuso, ABepi NOBUHHI Byt obnagHaHi
Biykamu abo iHwWMmMK 3acobamu Oesnexn ansa
ineHTudikauil BigBinyBaya nepen BXoA0M Ta Bia-
MOBU Hesigomum ocobam y goctyni. Bigeigysaui
He noBuHHI ByTK gonyLueHi, Aok He ByayTs ineH-
TudikoBaHi.

9.4.5 [Jeepi agapiliHo2o euxody

[eepi aBapiiHoro suxody, SiKi BiAYMHAKTLCA 3a
[OnoMoroto Baxens abo HaTUCKHOro NPUCTPOIO,
noBuHHi Bignosigatw Bumoram EN 179 abo
prEN 13637.

MpucTpo! aBapiiHOro BMUXOAY, KEpOBaHi ropu-
30HTANbHOK HATUCKHOK PEKOIo, MOBUHHI BigNo-
Binatv sumoram EN 1125 abo prEN 13633.

9.4.6 [Jeepi Ons aemompaHcriopmy

[Bepi Ta BOpoTa NPOMMUCNOBUX, TOProBESIbHUX
Ta rapaxHux npuMilleHb NOBUHHI BiANOBIAATH
EN 13241-1.

[onyck aBTOTpaHCMoOpTy OO0 30H i3 BUCOKUM
PU3NKOM MOBUHEH NPOBOAUTUCA Yepe3 KOHTPO-
noosaHi aBepi abo BopoTa. KoHTpomoBaHHA
NOBWHHO NPOBOAUTUCH OXOpoHLieM abo 3a gono-
MOTOK TexHiuHux 3acobie. Jonyck sigsinysadis
Ha aBTOTPAHCMNOPTI MOXIMBWUIA TiNbkv nicnsa ix
ineHTrdikauil. [leepi NOBMHHI aBTOMaTW4YHO 3a4n-
HSATUCA Ta 3aMUKaTUCS.

9.4.7 HekoumposiboeaHi deepi

Bynb-sKi HEKOHTPONbLOBaHI ABEpi HeobxigHo Bpa-
XOBYBATN K JKEPENio HENPUUHATHOIO PU3IUKY.
HeobxigHo npoBecTu KopuUrytoui it 4ns icHyumnx
ByauHkiB Ta nepepobneHHA NPoekTy OnNA HOBMX
ByanHkis.
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a) Supervised by a receptionist and/or security
staff.

b) Under continuous supervision from an adjacent
office, either directly or by the use of CCTV;

c) Kept locked, with admission requested by
operating a call button or other suitable device, for
example, an entry phone system.

Any doors, within shops, that lead to private areas
or areas for the use of staff only should be se-
cured by access control or overlooked from an ad-
jacent office and controlled by electronic means
or by CCTV.

Where appropriate, doors should be fitted with
door viewers or other security devices so that call-
ers can be inspected before admittance and un-
authorized persons prevented from gaining
access. Visitors should not be admitted untii their
identity has been established.

9.4.5 Emergency exit doors

Emergency exit devices operated by a lever han-
dle or push pad should comply with the require-
ments of EN 179 or prEN 13637.

Panic exit devices operated by a horizontal push
bar should comply with the requirements of
EN 1125 or prEN 13633.

9.4.6 Doors for admission of vehicles

Industrial, commercial and garage doors and
gates should comply with the requirements of
EN 13241-1.

Admission of vehicles into high-risk delivery areas
should be through controlled doors or gates, the
control being exercised by an attendant or secu-
rity devices. Visiting vehicle users should only be
admitted when their identity has been estab-
lished. Doors should be self-closing and self-lock-
ing on release.

9.4.7 Unsupervised doors

It is strongly recommended that any doors that
cannot be supervised be carefully considered as
an unacceptable risk. It may be necessary to take
remedial action in existing buildings or redesign in
new buildings.
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9.5 Bucsiui 3aMku Ta 3acyBu

Jle npucyTHICTb nepcoHany He € HeobXiAHoH,
fesneky MOXNIUBO NiABWLMTA 3a AOMNOMOroi0
MeTanesux 3acysis Ta BUCAYMX 3amkiB. Bucaui
3amMku Ta Ix GypHITYpa NosWHHI BiAnNoBinaTy Bu-
moram EN 12320. 3acysu noBuHHI 6yT1 MiLiHUMK
Ta npukpinneHnmMn Ao ABeper 3a AOMOoMOrow
GonTis i3 raikamu BcepeauHy Ta B6yTU He MeHLU
MILHUMM HIDX BUCSYi 3aMku. [loBUHHI BUKOpUC-
TOBYBATWUCS 3aMKW 3i CXOBAHOK [YXKOI, LIO
YCKIaAHIoTb Hanag.

Tpeba yHEMOXITUBATY PO3KPYYYBaHHSA FBUHTIB Ta
HonTie 3 ypa3nueoi cToporu. Pisbba Ta dikcytodi
BONTU NOBWUHHI 3HAXOOAWTUCA 3 BHYTPILLHBLOT
CTopoHKn aBepeit. [onoBku 6onTiB NMOBUHHI BYyTH
6e3 npopisi abo 3i 3HuLEHOW npopissto. pn
BVUKOPUCTaHHI raitok pisbba 6onTie nosvHHa ByTH
3HuLLeHa abo raitka npuBapeHa ao bonta.

9.6 OTBOpM ANA NUCTIB Ta NOWTOBI CKPUHBLKKN

OTBOpW ANSA NINCTIB Ta NOLUTOBI CKPUHbKW NMOBUHHI
Bignosinatv Bumoram EN 13724 i 6yTv posTalo-
BaHUMK HA 30BHiLLHI#A CTiHIi ByauHKY Ha BigcTaHi
Bi/l ABEepei Ta BiKOH ANA 3aXWUCTY Bif BUKOPWUC-
TaHHA OTBOPY ANA FMCTIB ANS NOLWKOKEHHN
3aMKiB Ta 3aXUCHOI0 KPInneHHs.

Mpw BCTAHOBNEHHI OTBOPY ANS NUCTIB Ha ABEPSX
nosuHHa ByTu BigcTaHb He MeHwe Hix 400 mMm
Bif 3aMka asepeit abo BikHa, KpiM BUNAAKY, KOnu
iCHy€e iHLIMIA 3aMUKalOYWiA NPUCTPIA Ha BiaCTaHi
He MeHLue Hix 400 Mm Big oTBOPY ANS NUCTIB.

3a oTBOPOM AN1A NUCTIB NoBuHHA OyTK BCTAHOB-
NleHa CKpUHbKa ONns YTPYAHEHHS AOCTYny 31o-
BMUCHUKA [0 NMOLITH abo 3a3XUCHOro KpirneHHs.
HakonudeHHs notuTy 3a ABepuMa He MOBUHHO
ByTH BUOHO 330BHi.

9.7 BikHa

9.7.1 Tpueki Ao 3namyeaHHs 8iKHa

TpuBKi [0 3naMyBaHHA BiKHA MOBUHHI BiAMO-
BigaTu sumoram preN 1627.

9.7.2 BimpuHu ma gikHa Maza3uHis

Y 3anexHocTi Big BapTocti abo nopTaTUBHOCTI
TOBapiB Ta pisHoBUAY nepeabayysaHoro Hanagy
CTYNiHb 3aXUCTy BITPMHM abo BiKOH MarasuHy
Moxe ByTH nigBuLLIEHUI 338 paxyHOK:

a) 3aXUCHOro CKIIHHSA (NamiHOBaHOro ckna);
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.5 Padlocks and pad bars

Where appearance is not important, security can
be improved by fitting full width steel cross bars or
pad bars, and padlocks. Padlocks and padlock fit-
tings should conform to the requirements of EN
12320. The bar should be substantial and should
be bolted through the door with fixings on the in-
side, and should be at least as strong as the pad-
lock. Concealed shackle padlocks should be used
as they offer the fewest opportunities for attack.

Fixing screws and bolts with exposed heads
should not be capable of being unfastened from
the vuinerable side. The threads and the fixing
bolts should be on the interior of the door. They
should be of the clutch head type or have the
heads defaced. Where nuts are used, the ex-
posed threads of the bolts should be burred or the
nuts welded into place.

9.6 Letter plates and letter boxes

Letter plates and letter boxes should comply with
the requirements of EN 13724 and should prefer-
ably be located on the outside of the building fab-
ric, away from doors and windows to safeguard
against letter plates being accessed to tamper
with locks and security fastenings.

When installed in a door, a letter plate should not
be fitted within 400 mm of a door or window lock,
unless an auxiliary locking device is also fitted
more than 400 mm from the letter plate.

Alternatively, a letter box should be fitted behind
the letter plate to make it difficult for an intruder to
gain access to security fittings or remove mail. Ac-
cumulation of malil behind a door should not be
visible from outside the building.

9.7 Windows

9.7.1 Burglar resistant windows

Burglar resistant windows should comply with the
requirements of prEN 1627.

9.7.2 Display/shop windows

Depending on the value or portability of the mer-
chandise to be protected and the type of attack
envisaged, the degree of security of display or
shop windows could be increased by use of the
following:

a) Security glazing (Laminated glass);



b) BUKOpUCTAHHS [04aTKOBOIO 3aXUCHOMO CKITiH-
HA, PO3TaLLOBaHOTO NO3aay NepLUOro CKMiHHA.

3axucHe CKNiHHA NOBUHHO BIAMOBIAATU BUMOram
EN 356, EN 1063.

9.8 BikoHHI pewliTkn Ta NpyTN

Onsa saxucTy BITPUH MOXHA 3acTocoByBaTh
peLliTku. PelwiTku MoxyTb 6yTU po3scyBHi, 30ipHi
abo uinsHi. Pewwitkn noTpibHo Bubnpatu B 3anex-
HOCTI Bif TMNY NPWMILLEHHS, TUNY Ta BapTOCTi
ToBapy Ha BiTpuHi. TpybuacTi npytn meHw 6es3-
neyvHi HXX cyuinbHi, TOMy WO X nerwe nepe-
pizatn.

PewiTkn nepeBaxHO MNOBWHHI 6yTW 3akpinneHi
3cepeavHn. FKILO BOHW 3aKpinneHi 330BHi, Tpeba
3aXUCTUTK TX Big NErkoro BnaaneHHs.

LLlinbHiCTe peluiTok noBUHHa BubupatTucs B
3aneXHOCTI Big TUNYy ToBapy Ha BiTpuHi. BucoTa
NoBuHHa BUBMpPaTUCH, BPaXOBYOUM;

a) BUCOTY BITPUHU;

b) piBeHb 30BHILLUHLOrO NiABIKOHHS;

¢) Gyab-aKi CXOAMHKU, SKi MOXYTb ByTH BUKOPUC-
TaHi 4Na nepenasy vepes rpati.

Y pesdkux npumilieHHsax HeobxiaHo 3abesnevy-
BAaTK 3axWCT 3a JOMNOMOroK NiANOMHUX mMeTane-
BUX >Xantosi. Taki xantosi noBuHHI 6yt 3akpin-
NeHi acepeamtu 6onTamu Kpisb BIKOHHY pamy A0
CTiHW.

PelliTkn noBuHHI ByTh po3MmilleHi y pami, ska
3axuuiae KiHUi npyTiB. [lekopaTueHi koBaHi pe-
WIiTKK MOXyTb OyTU 3acobom 3axucTy Ta npw-
Kpawartn BiKHO. OAHakK, KOHCTPYKLA pewiTok
noBMHHA OyTW Takolo, Wob He AO3BOAUTU 3M0-
BMWCHUKY BUKOPUCTOBYBATH iX SIK 4pabuHy.

9.9 3acobun oxopoHHOT curHanisauii
AOns BiKOH

Ons nigBuweHHs 6e3nekn noTpibHO BUMKOPUCTO-
ByBaTV 3acobu OXOPOHHOT curHanisadii Taki, sk
MarHiTHi KOHTaKkTHI Ta Bibpauifini cnosiwysavi
TOLYO.
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b) Incorporation of a secondary security glazing,
positioned behind the existing glazing.

Security glazing should comply with EN 356,
EN 1063.

9.8 Window grilles and bars

Grilles can protect display windows and can be of
the collapsible type, or made of welded metal, ex-
panded metal or even solid materials. The most
suitable type will depend on the nature of the pre-
mises concerned and the type and value of goods
on display. Tubular bars are less secure than the
solid type as they can easily be cut.

Grilles should preferably be fitted internally. When
fitted externally, care should be taken to ensure
that they are adequately secured against easy re-
moval.

Grille aperture sizes, in the case of shops, shouid
be selected according to the type of goods dis-
playéd. The height of the grille should be selected
taking into account:

a) display height;
b) level of the external windowsill;

¢) any steps or half gates at the shop entrance
that can be utilized to reach over the grilie.

In some premises it may be necessary to provide
protection by removable grilles made from ex-
panded metal or weld mesh of substantial gauge,
fixed in a frame to suit the window size. Such
grilles should be fitted internally with the securing
bolts permanently fixed through the frame and
into the fabric of the building.

Grilles should be contained in a frame of ade-
guate material that protects the end of the metal.
Ornamental grilles made of wrought iron or other
metals can offer a measure of protection in addi-
tion to being decorative. However, grilles should
not designed in such a way that possible foot-
holds are created, making them into a type of
ladder.

9.9 Window alarms

Window alarms such as security glazing with in-
ternal sensors, contact switches or vibration de-
vices may be used to enhance security.
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9.10 3axucHi xanwo3i

3axucHi Xansi NoBUHHI BignosinaTu svumMoram
prEN 1627.

10 3AXUCT BHYTPILLUHIX 30H

10.1 3oHu, focTynHi ans BiaBiAgyBayYis

10.1.1 Kaca i po3paxyHkoeuli ey3oi
y MazgasuHi

Po3spaxyHKOBI Ta nnatixHi By3nu NOBWHHI ByTH
3anpoekToBani Tak, Wod HagatM MOXMUBICTb
KOHTPOSIOBaHHA LuX 30H. HeobxiaHo 3abesneuvy-
BaTK 3axvUCT Kac, BCTaHOBMIOKOYN ceicu, NOTKU
AOng rpotueit Ta oxopory 6ing kac. [e ue noTpi6-
HO, 6eaneky MOXNUBO NiACUIMTY 332 AONOMOrO
CMUCTEM OXOPOHHOTrO BiAEOCNOCTEPEXEHHA Ta
TpUBOXHO! curHanisauii. Ha Buxogax MOBUHHI
ByTV BCTAHOBNEHI aHTUKPadiXHi CUCTEMU B KOM-
Bikauii 3 MapkyBaHHAM ToBapy.

10.1.2 3oHa eimpuH

BitpuHn nosuHHi Byt fobpe ocBiTneHUMM Ta
maTn aobpuii ornsig. Tpeba yHukaTy chinux KyTis.
Baxnmo 3abesneunTtn cnoctepexeHHst 3a BiT-
puHamn 3a fonomorolo Asepkan abo cuctemu
OXOPOHHOIO BiEOCMNOCTEPEKEHHS.

na 3abesneyeHHs 3axucTy ULiHHWX TOBapiB i
yCcTatkyBaHHA odpicy noTpibHO npukpinnoBaTty
BITPUHWN OO CTiHW a69 nignory, abo BukopucTo-
BYyBaTU Wadmn. '

10.1.3 lpuiimansHsa ogpicy

MpuiitmanbHs ogicy noBuHHa 6yTu po3TalioBaHa
Tak, Wwob 3abesnevysatu Haikpawmii ornsg ans
nepcoHany. [lnsi KOHTPOOBaHHS 4OCTYNY MOXYThb
By 3acTocoBaHi agepi, Wo obepraioTbes, Kapy-
cenbHi ABepi abo TypHikeTh. Po3TallyBaHHS Takux
TYPHIKETIB Ta ABepeill Ha LWNAXax asapiiHoro
BUXOY MOBUHHO BYTU y3romXeHo 3 BisNoBigHMMy
cnyxbamu. JoaaTkoBo Ao agMiHiCTpaTMBHUX 3a-
XOAiB MOXHA 3aCTOCOBYBATU CUCTEMY OXOPOHHO!
curHanisauii, sika npMBOAUTLCA B Ai0 BigYMHEH-
HAM fBepeill abo iHTEeNeKTyansHOK CUCTEMO
OXOPOHHOr0 BifeocnocTepexeHHs. NpuiiManbHs
nosnHHa Byt fobpe OCBITNEHOKW 3 Nonepeaxy-
BanbHUMM Hanucamu.
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9.10 Burglar resistant shutters

Burglar resistant shutters should comply with the
requirements of prEN 1627.

10 PROTECTING INTERNAL SPACES

10.1 Areas accessible to customers

10.1.1 Counter, till and checkout points
in shops

Checkout or payment areas of shops should be
designed so that security control of these areas is
possible. Provision should be made for the secu-
rity of tills and the takings by providing floor safes,
cash chutes and till guards. Additional security
can be provided, where needed, by CCTV surveil-
lance and an emergency signalling system. Elec-
tronic theft detection devices can be fitted at exits
in combination with the tagging of items.

10.1.2 Display area

Display area should have good lighting and
should be designed so that they have clear sight
lines. Blind corners should be avoided. Itis essen-
tial that security surveillance is provided either by
the installation of simple two way mirrors or an ex-
tensive CCTV system.

Wall or floor attachments or security cabinets
should provide proper securing facilities for valu-
able goods and office equipment.

10.1.3 Office reception area

Reception area in an office should be well sited to
provide the best vision for staff. Revolving doors,
carousel doors or metal swing barriers can pro-
vide controlled access. Where such doors or bar-
riers form part of a means of escape, approval for
their use should be obtained from the relevant en-
forcing authority. Entrance alarms ranging from
those triggered by simple door activation to so-
phisticated CCTV monitoring should complement
good administrative procedures. Good lighting
and clear security notices should be used.



10.2 301K, AOCTYNHI Ana BOAIIB Ta
aBTOTPaHCNOPTY

10.2.1 Micys onsi 3a@aHmMaxeHHs
ma po3eaHmaxeHHs mosapy

Micua ANs 3aBaHTaXEHHS Ta PO3BAHTAXKEHHS
ToBapy, A€ Lie MOX/TBO, NOBUHHI ByTK BiAOKpeMm-
NEHUMM OfHe BiA IHWOro Ta BiA BXO4iB ANS
BiABiAyBauiB, 3aMOBHUKIB Ta nepcoHany. L micus
NOBUHHI GyTn foBpe OCBITNEHUMN.

10.2.2 Bidciku Ons eaHmMaXxeHHs

KoHCTpYyKLiA BiACIKiB ANA  3aBaHTaXeHHs Ta
PO3BaHTaXEHHA MoBWHHA ByTu Taka, wob oTsip
Bianosigas posmipy asTomobina abo npudena.
Micus Ans npuiloMy Ta BiANpPaBKA NOBUHHI ByTK
TaKoro po3mipy, wWob Hagat MOXIMBICTL nepe-
BipKu TOBapy nepea nepemilieHHAM A0T0 [0 30HM
cKnagyBaHHSA. TakoX peKOMEHAYETbCA NOCUNTUTK
Geaneky 3a [OMNOMOroO CMCTEMU BiAEOCNOCTE-
PEXEHHS.

Mpumitka. [ns obnawTysaHHs BiACiKis Ans 3aBaHTa-
XeHHS Ta po3BaHTaXeHHs!, Wob 3anobirtn HecaHkKuio-
HOBaHOMY [OCTYNy, MOXYTb 3aCTOCOBYBaTUCA ryMOBI
abo NNacTUKOBI YLWiNbHEHHS.

10.2.3 OgpicHi npumiujeHHs1 dns docmas-
JNleHHs1 ma eidnpaesieHHs1 mogapy

3 othicHMX NpUMILLEHb ANA JOCTaBNEHHs Ta Bid-
npaBneHHs ToBapy NOBKUHEH ByTu nobpui ornag
BiACIKIB /17 33BAHTAXEHHA Ta PO3BAHTAXKEHHS.
IMpu NpoekTyBaHHi NOTPIOHO yHMKaTK 3arnubneHb
Ta Hill, Yy SKMX TOBap moxe ByTu cxoBaHu abo
3arybneHun.

MpuwmiTka. [Ins suwieskasaHnX LiNen MoXNMBO BUKO-
pUCTOBYBaTH cReLianbHi Asepkana, 4oBpe OCBITNeRHs
Ta CUCTEMU OXOPOHHOTO BiAEOCTOCTEPEXEHHS.

10.3 MpuMileHHS, AOCTYNHI ANg cepBiCHAX
iHXeHepiB

10.3.1 O6n1adHaHHs

Mpy npoexTyBaHHi 6yAVWHKY ROTPIGHO po3sTallo-

ByBaTy obnafHaHHA, Take K BaXnuBi nepemu-

Kavi, MOpO3WUnbHi Kamepu TOLO Tak, Wo6 BOHO

He 6yno HeHaBMUCHO abo HaBMWCHO MOLWKOA-
KeHe.

10.3.2 Enexmponocma4aHHA

EnekrponocrayarHio noTpibHo npuainati ocob-
nuey yBary. BxigHi niHii enekrponocTtavyaHHs
NoBuHHI ByTU NpoknageHi B 6e3neyHnx kaHanax i
B 3axvuleHux 3oHax. byab-aki nigcTanuii maioTb
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10.2 Areas accessible to drivers of delivery
vehicles

10.2.1 Delivery and dispatch areas

Wherever possible, delivery and dispatch areas
should be separate from each other and should
be separated from entrances used by customers,
staff and visitors. Lighting should be optimal in all
situations.

10.2.2 Loading and unloading bays

Loading and unloading bays should be con-
structed so that the entrance is tailored to the
sizes of vehicles and trailers. Reception and dis-
patch areas should be of sufficient size to enable
goods to be checked correctly before being
moved from the unloading bay/area. It is also rec-
ommended that security be supplemented by the
use of CCTV.

Note Rubber or plastic screens can be fitted to adjust
the width of the bays to prevent unauthorized access.

10.2.3 Delivery and dispatch offices

Delivery and dispatch offices should be secure
with good visibility over the whole of the loading
and unloading areas. Design should be such that
there are no blind spots such as cavities in which
goods can be hidden or lost.

Note Strategically placed mirrors, good lighting and the
use of CCTV can assist in the supervision of any blind
spots.

10.3 Areas accessible to service engineers

10.3.1 Equipment

The building design should allow for plant equip-
ment and services such as important switches,
freezer cabinets, and other controls to be installed
in such a way that they cannot be accidentally or
deliberately damaged.

10.3.2 Power supplies

All power supplies must be very carefully consid-
ered. Incoming power should be contained in se-
cure ducting and in protected areas. Any sub-
stations should be in protected areas and secure.
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OyTM po3TawoBaHi y 3axulueHux 3oHax. Kabeni
i TpybonpoBoau noBuHHI 6yT NpoknaneHi B 6es-
neyHux kaHanax. 3a HeobxigHocTi Tpeba BuKO-
PUCTOBYBATU Pe3epBHi reHepaTopu.

10.3.3 Tenechon

TenedoHti kabeni NoBuUHHI OyTU npoknageHi B
He3neyHnx KaHanax i B 3axXMLLEHUX 30Hax, 0cob-
JIABO SIKLLIO BOHW BUKOPUCTOBYIOTHCA Anist nepe-
[OaBaHHs CToBiLLEHb NPo TpMBOTY. TenedoHu rpo-
MaJICbKOrO KOPUCTYBaHHS MOBUHHI 6yTV po3MitLieHi
B MiCLISIX, i3 SIKUX HEe BUWOHO KAcOBMX anaparis.

10.4 MpumMilLeHHA, AOCTYNHI ANs BCLOTO
nepcoHany

10.4.1 MpumiujeHHs nepcoHany

Oxkpim nepcoHany manux odicie Ta marasuHis,
nepcoHan nosuWHeH OyTu 3abesrie4eHUM fnpu-
MILWEHHSAMX AN BRACHOFO BWMKOPUCTaHHS, Ae
MaITb 3HaxXoAUTUCS Wadu AN BNACHUX peyden,
wo 3samukaiotbea. [otpibHo 3bepiratu 3anucu
npo posTaulyBaHHA (wad Ta BrApoBagKysaTu
CUCTEMY KOHTPOMIOBAHHSA KITOYIB.

10.5 MpuMmilieHHs, AOCTYNHI Tinbku gns
oKpeMux fipauiBHUKIB nepcoHany

10.5.1 Kacu ma npumiweHHs ons po6omu
3 epowuma

10.5.1.1 3aecanbHi nonoxeHHA

PoboTy 3 roTiBkolo y BiOOKpEMNEHUX Big kac
NPUMILLIEHHSAX HeobXigHO BMKOHYBaTU B MiCUSX,
HEOCSXHMX ANA BiABigyBadiB Ta NOBHICTIO 3a-
KpUTUX Bif 3aranbHoro ornsiay. Hankpatye, konu
Micua ana poboru 3 roviskow 3aansi BinbLiol
6esneku ByayTs He i3onbOBaHWMMK, a iHTErpoBa-
HMK vy Ginblue npumilerHs. [pumilieHHa ans
poboTn 3 roTiBKkOW nNOBUHHI Byt obnagHaHi
3acobamn TpUBOXHOT curHanisadii. MaoTb 6yTu
BCTaHOBNEHi | fOBeAEeHi A0 NepcoHany npoueay-
pv NOBEAIHKYN Y HaA3BUYaRHUX CUTYaUisiX.

JocTyn 10 NpUMILLIEHHA NOBUHEH DYTK NOBHICTIO
KOHTPONbOBaHUM, [0KK roTiBky He Byae nokna-
[eHo fo ceitcy abo 3axuwieHo B iHWIA cnocib.
l"oTisky, Wo nepenaeTbes Ao baHky, Tpeba 3axu-
LiaTy HanexHUM YiHoM. [OTiBKa, Lo 3annacTb-
ca B NpuMillleHHi nicns po6oTu, nosuHHa ByTK
3BefleHa A0 MiHiMymy Ta 3aunHeHa B celdi Big-
noeigHo 0o sumor EN 1143-1.
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Cables or piping should be in secure ducting.
When appropriate, standby generators should be
available.

10.3.3 Telephone

Telephone cables should be in secure ducting in a
protected area, particularly if they are carrying
remote alarm signalling. Public telephones and
freephone taxi telephones should be located in
positions where users do not have view of cash
tills.

10.4 Areas accessible to all staff

10.4.1 Staff room

Except in small offices and shops, staff should be
provided with a room for their own use. This room
should include facilities for lockable lockers for
their private property. Records of locker allocation
should be kept and a system of key control should
be introduced.

10.5 Security areas only accessible to named
staff

10.5.1 Cash handling and cash offices

10.5.1.1 General

Cash handling procedures apart from checkout
points should only take place in an office inacces-
sible to members of the public and completely
concealed from public view. Ideally, places where
cash is handled should not be isolated, but inte-
grated into a larger structure for increased secu-
rity. Cash offices should be equipped with a
readily available means of raising an alarm. Pro-
cedures should be established for use in emer-
gencies and staff should be fully instructed in the
use of such emergency procedures.

Access points should remain properly secured
until the cash is in a safe or otherwise secured
and protected. Cash to be deposited in a bank
should always be properly protected pending col-
lection. Any cash held on the premises after busi-
ness hours should be restricted to a minimum and
should be locked in a safe which complies with
the requirements of EN 1143-1.



10.5.1.2 [TepemiuieHHs 20migku

IHpopmaLlis  CTOCOBHO MEPEMILLIEHHS  FOTiBKM
nosuHHa byt o6mMexeHa NnepcoHanoMm, Ak mae
6esnocepeaHe BiAHOWEHHA A0 UbOro. MOBUHHI
6yTn 3acTocoBaHi BCi 3acobu Hesnekn. Y 3anex-
HOCTi Bin obcsry roTiBkM iHKacauis Moxe npo-
BOAMTUCSA Binblie OQHOTO pasy Ha AeHb. [1o iHka-
caujii 0OBUKHI 3any4aTicsa cneianiaoBaHi KoMnaHii.
B iHwomMy Bunapky roTiBky Tpeba nepesBo3utu
aBTOTPAHCIMOPTOM Y CYNpOBOAI OXOPOHLB abo B
KOHTeWHepax, obnagHaHux sacobamm OXOPOHHOI
curHanisadlii.

Cramuctuka 36poiHUX HanagiB Ha iHKacaTopCbKi
aBToM0bini Bkasye Ha Te, 1o Hanbinbw ypasnumsi
MicLst — Lie 30Ha Mk asTomobinem Ta npumitLieH-
HaM knieHTiB. Ocobnuey yBary HeobXxigHO 3Bep-
TaTu Ha CTBOPeHHs 6esnevyHol Ta 3axmLleHol
30HU ANs NepeMillieHHs roTiBKU Bi4 Ta 40 aBTo-
mobins.

10.5.2 Celichu

10.5.2.1 3azanbHi Nof10KeHHA

Bci 3acobn goctyny no ceicpa (knwodi, LMGPOBI
koMbiHauii Towe) noBuHHI ByTW HaOiAHO KOHT-
PONbLOBAHUMMN.

10.5.2.2 PosmauiysaHHsi celicha

Ceitp noBuHeH GyTWM posmilleHUn 6ins MiLHOT
BHYTPILWHLOT CTiHW Ta B NONi 30py OXOpoHWU abo
nepcoHany. 3a HeMOXNWBOCTi poaTaillyBaHHA
ceiicha B noni 30py MOXMBE BUKOPUCTAHHSA
a3epkan abo cucTtem OXOpPOHHOrO BigeocrocTe-
pexeHHs 3a ceiichoM Ta NpUNerson 30HoK.

Mpumitka. AKWO BCTAHOBMEHO CUCTEMY OXOPOHHOT
curHanisauii (gue.11.3), BOHa NoBUHHA KOHTPONIOBATH
micue, ae poamilieHo cend.

10.5.2.3 Celich, poamatuosaHull nid nidnoezoro

Baxnuso pnobpe cxosaTtu cend. LIboro mMoxHa
JOCSITN, CXOBaBLUM WOTO nig nignorow, fig Ku-
nuMom abo mebnamun. Ceirdb nig nignoroto cnig
po3miulysaTi B KyTKY NpUMILLIEHHS, o6 yTpya-
HUTK Hanag. Cend noBuHeH ByTu 3akpinneHuin
BiANOBIAHO KO IHCTPYKLiA BUpOOHMKa.
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10.5.1.2 Movement of cash

Information in relation to cash movements should
be confined to staff having immediate concern for
such movement. All arrangements should be re-
viewed. [t is often advisable to bank cash more
than once per day, depending on the amount of
income. Wherever possible, companies specializ-
ing in the removal of cash should be employed. If
this is not practicable, the cash should be trans-
ported in a vehicle escorted by ablebodied per-
sons in addition to the driver. The cash should
be contained in a suitably alarmed cash-carrying
container.

Statistics for armed raids on specialist cash carri-
ers indicate that the most vulnerable location for
attack is across the pavement area between the
vehicle and the clients' premises. Consideration
should be given to the formation of a secure and
protected area for cash transfer to and from the
vehicle.

10.5.2 Safes
10.5.2.1 General

Key security, key combinations and other means
of access to safes shouid be strictly controlled.

10.5.2.2 Locating of a free standing safe

Free-standing safes should be located against a
strongly constructed interior wall and should be
located in a position where patrolling security
staff/ surveillance staff can see them. When it is
not possible to obtain a direct view of a safe it may
be possible to use mirrors or CCTV for viewing a
safe and its immediate vicinity.

Note When an intruder detection system is installed

(see 11.3) it is important that it should cover the area
occupied by the safe

10.5.2.3 Under floor safe

Good concealment is essential and can be
achieved by floor coverings in every day use, for
example furniture or carpets. Under floor safes
should ideally be situated in the corner of a room
to make attack more difficult and installation
should always conform to the fixing instructions of
the manufacturer.
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10.5.3 BHympiwHi cxoeuwja 05151 KOWMOBHUX
moeapie

[ns 36epiraHHa KOLUTOBHUX TOBAapiB NOTPIOHI
fobpe BeHTUNbOBaHI Ta 6e3nedHi NPUMILLEHHS
abo cxoBuula. B iHLWIKMX BUNagKax MOXyTb BUKO-
pucTtoByBaTtucst KiTku. [oBUHHI 3acTocoByBa-
Tuca metanesi abo nnactukosi nnombu. Joctyn
[0 CXOBWLL@ Mae OYyTW KOHTPONbOBAHWUM i Hafa-
BaTucs obmMexeHomy kony ocib. [nsa uboro BUKo-
PVCTOBYKOTBCA KIKOUi abo cucTeMa KOHTPOSo-
BaHHs gocTyny. HeobxigHo nepeabaqutn BeTa-
HOBJIEHHS CUCTEMM OXOPOHHOT curHanisauii. Cxo-
BULLE HE NOBUHHO NEepeLLKOZKaTu aBapinHoMy
BMXOAY.

10.5.4 lNepcornanbHa mpueoXxHa
cu2Hanizauis

Ans 3axucty nepcoHany, Akui npauoe B Takux
MicUsIX, SIK kacu abo cxoBuLLI@ KOLUTOBHOCTEM,
HeoBXigHO BCTAHOBUTM Y CTpaTeriyHux Micusx
CUCTEMY NEePCOHanNbHOI TPUBOXHOT CurHanisawyi,
slka NPUBOANTLCS B Ail0 KHOMKOK Ta NoAAe CuUr-
Han TPUBOIM iHLIOMY NEPCOHanNy Ta KePiBHALUTBY.

11 BE3MEKA BYAIBNI Y HEPOBOYUN YAC

11.1 NpumilleHHA OXOPOHU

11.1.1 3azanbHi nonoxexHHs

BuMorn [0 cucCTEM KOHTPOMOBAHHA AOCTYMy
L1151 KOHTPOMBHO-NPONYCKHUX NMYHKTIB, NpUMiLLEeHb
OXOPOHW Ta MYHKTIB LEHTpanisaoBaHoro cnocre-
pexeHHs nogarvo y EN 50133-1.

Bumorn [0 cuctem nepefaBaHHA TPUBOXHUX
cnosileHb noaaHo y cepii ctaHgaptis EN 50136.

11.1.2 Mpunadu npuliManbHO-KOHMPONbHI
OXOPOHHI ma NOXexHi

[punagu NpuUAManbHO-KOHTPOIbHI OXOPOHHI Ta
NOXeXHi NOBMHHI OyTW po3TallOBaHi y MpuUMi-
LLEHHI OXOpOHK, HeobxiaHO TakoX nepenbavatu
Mmicue aAna akymynsTopHux Hatapei. OxopoHLji
HeCcyTb BignosiaanbHicTe 3a 3abesneveHHs BwW-
xofy nmogen 3 Gynisni B pasi noxexi Ta iHWUX
aBapifiHuX cuTyalil. Y NpUMILLEHHI OXOpOoHU
MOBWHHI BYTU pO3MILLEHI CUrHanbHi NPUCTPoi Ans
KOHTPOJIHOBAHHA OManeHHs, BEHTUNAUiT, KoHAW-
UitoBaHHS TOLWO.
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10.5.3 Inner store for high value goods

A well-ventilated secure room or inner storeroom
may be needed for storing higher value goods. In
other instances, a wire cage protected by a
lockable door may be sufficient. Metal or plastic
seals should be used. Access to the inner store
should be well controlled. Keys or access control
system to the store should be issued to a re-
stricted number of people. Consideration should
be given to fitting an intruder alarm. Where an in-
ner store is constructed after a building has been
approved with means of escape, care should be
taken to ensure that the means of escape are not
impaired.

10.5.4 Personal attack alarms

For protection of staff working in places such as
cash offices or areas where valuable stock is
stored, it may be necessary to install strategically
sited personal attack alarms, operated by a push
button that gives an alarm indication to other staff
and management.

11 SECURITY OF THE BUILDING OUTSIDE
NORMAL WORKING HOURS

11.1 Control room

11.1.1 General

Guidance on the requirements of access control
systems for use in security applications in
gatehouses, control rooms or central stations is
given in EN 50133-1.

Guidance on the requirements of alarm transmis-
sion systems is given in EN 50136 series of stan-
dards.

11.1.2 Intruder and fire alarm panels

Intruder and fire alarm panels should be sited
within the control room and space should be pro-
vided for back up batteries. Security officers
should be responsible for ensuring safe escape of
occupants of the building in the event of fire or
other emergencies. Remote signalling alarms and
status panels e.g. for heating, ventilating and air
conditioning should also be located in the control
room.



11.1.3 fJodamkoei hyHKUiT npuMilieHHSA
OXOPOHU

Y NpUMILLEHHI OXOPOHW MOXYTb BUKOHYBaTUCS
HacTynHi goaaTkosi yHKUT:

a) cucTema NIoKanbHOro OnoBiLLEHHS;

b) BUNycK Ta KOAYBAHHS KAPTKOBMX NEPENyCTOK;
C) npunagw curHanisavi nigris;

d) 3anucy Ta Aaxi Woao nepcoHany;

€) KOHTPOSIOBAHHS TPUBOXHUX CMOBIlLiEHb, Han-
pUKNaf, KOHTPOMIOBAHHA XONMOAMNBbHUX Ta Me-
JUYHKX NPUMILLIEHb TOLLO; ‘

f) 3bepiraHHs NnaHiB po3TallyBaHHA aBapinHUX
BMXO[IB Ta NPOTMNOXEXHOro obnagHaHHs;

g) 36epiraHHst KIIOYIB Ta XXypHany Buaavi KioYis;
h) 36epiraHHst 3acobiB NepLloi LONOMOTH.

11.1.4 [Tpoekm npumiueHHs1 OXOPOHU

MpuMiLLLEHHS1 OXOPOHW NOBUHHO ByTU obnatuto-
BaHO Tak, uWob 3abesnedyBaTn BigNOBIAHWUA
piBeHb 3axucTy OXOpoHLjiB. 3a HeoOXigHoCTI,
Tpeba BCTaHOBMIOBATU KyneTpMBKE CKNo. BXigHi
ABepi NOBWHHI 3aBxau ByTU 3amkHeHi, y pobo-
YWiA Yac MOXYTb BiAMUKaTUCS TINbKA 3CEpPEfUHN.
MpuMiLLLEHHSt OXOPOHU NOBUHHO By T NobynoBaHo
3 MiUHWX MaTepianis, Asepi He NOBWHHI MaTu
30BHILLHIX py4oK. Bynb-Aki 3ackneHi nNoBepxHi
nosuHHi 6yTM NPO30pPUMM TiNbKWN Ha30BHI Ta ByTH
KyneTpuBkUMAN.

11.2 CucteMmn OXOPOHHOTO
BigeocnocrepexeHHs

11.2.1 3azanbHi NONIOXEHHS

CunCTEMW OXOPOHHOro YOopHO-6iNoro Ta Konbopo-
BOrO BileocnocTepeXeHHA NOBWHHI BignosigaTu
sumoram EN 50132-7.

MpuMiTka. BaxxnmBo BNeBHUTUCH, WO BUKOPUCTaHHS

Bi[IEOCNOCTEPEXEHHS HE CYMepeYnTb perioHansHOMY
abo AepxaBHOMY 3aKOHO4ABCTBY.

11.2.2 3anuc 306paxeHHs

[na 36epexeHHs AKOCTI 3anucy Ta o6'emy nam'aTi
Tpeba npoBoguTu perynspHe obcnyroByBaHHSA
Kamep Ta iHwWoro obnagHaHHA CUCTEMWU OXOPOH-
HOro BiAEOCNOCTEPEXEHHSA, @ TaKoX NPUCTPOIB
3anucy Ha KaceTu, onTUYHi abo XOPCTKi ANCKN.

Mpu npoekTyBaHHI cuctemmn HeobxigHo nepes-
faunTyh 3anuc Yacy, AaT Ta HoMepa Kamepu.
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11.1.3 Additional functions performed by
the control room

The following functions may also be part of large
control room functions:

a) Public address system;

b) Issuing and coding of security card passes;
c¢) Elevator alarm panels;

d) Security records and data of staff;

e) Monitoring of alarms, e.g. controlling cold
rooms, medical rooms and computer controlled
environmental services;

f) Storage of any drawings depicting location of
emergency exits and fire fighting equipment;

g) Keeping of keys and key issue book;

h) First aid equipment with health and safety ma-
terials.

11.1.4 Design of control room

The control room should provide staff with an ap-
propriate level of physical security protection. Bul-
let-resistant glass should be provided where
required. Access doors should always be locked
from the outside and, during staffed operation,
can only be unlocked from the inside. The control
room should be constructed from heavyduty ma-
terial and the door should have no external han-
dles. Any glass panels within the door should be
one way only and bullet-resistant.

14.2 CCTV surveillance

11.2.1 General

Black and white CCTV surveillance systems for
use in security applications should comply with
the requirements of EN 50132-7.

Note It is important to ensure that the use of CCTV
does not conflict with local or national regulations.

11.2.2 Recording of CCTV images

Regular maintenance of the cameras and other
elements of the CCTV system as well as the re-
cording machine, on cassettes, CD-ROMs, opti-
cal or hard disks, should be conducted in order to
ensure that the quality of final image and the
memory of the event are always maintained.

Time and date generation as well as camera num-
ber should be considered at the design stage of
the system.
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11.3 CHcTeMn OXOPOHHOT CUrRanisauii

MMpy NPOEKTYBaHHI CUCTEMM OXOPOHHOI CUrHanI-
3auii noTpibHo nepenbaunTi aBTOMaTUYHE BUSB-
NeHHA NPOXOKEHHN Yepes BXiAHi ABepi, BikHa,
nepumetp ByaiBni Ta NepeMiLLEeHHS Noaen y npu-
MiLLIEHHAX, LL{O MiACUMUTL BUKOPUCTaHHS 3acobiB
hisnuHoi Hesnekn. Cuctema NOBUHHA MICTUTH
obnagHaHHs Ans opMyBaHHS CUrHany npo He-
Hesnexy abo Hanag, aKi aKTUBYHOTHCS MPUMYCOBO.
ObnafHaHHA ANA BUABIEHHS HE MOBWHHO MiJ-
MiHSTY 32C00M YKpINNeHHs.

Mpumirtka. Bumor 5o cucTem oXOpoHHO! curHaniaadi
naBepneHi B EN 50131-1.

11.4 OcBiTneHHA

11.4.1 3o8HiwiHE oceimneHHs

OCHOBHE NPU3HAYEHHA OCBITNEHHS — YCYHYTW
YKPUTTS! TEMHOTOIO.

IMpu 30BHILUHLOMY NaTPynioBaHHi BYAUHKY MOX-
NVBE BUKOPWCTAHHA SIK 30BHILLHLOTO, TaK i BHYT-
PiLLHLOrO OCBITNEHHS. HAxuio BYAUHOK po3Taluo-
BaHWiA OKpemo, noBuMHHO OyTM nepenbaueHo
OCBITIIEHHs1 NepuMeTpa (CNpsAMoBaHe Becepe-
AVHY), sike Byae BMKpMBaTH 3NOBMUCHMKaA abo
oro cunyet. Akwo OyauHOK pO3TalLOBaHWiA Y
pagi noaidHMxX, To 3noBMUCHUK MoXxe ByTu noba-
YEeHUN NPU 30BHILUHBLOMY OCBITNEHHI KPUTUHHUX
Micub (choie, kopugopu, cxogu, odicu, Topro-
BenbHi NnoLli) BcepeaunHi ByauHKy.

Y pasi BUKOPUCTaHHS NaTpynioBaHHsA BCEpeuHi
OyanHKy CBiTNo nosuHHO OyTU chpAMoBaHe
Ha30BHi, Wo6 OaunT HabnwkeHHs 3710BMUC-
HUKa. fckpaBe CBiTNO 3aBaXae 3MOBMUCHWUKY
nobaunTin, Y CrocTepiraoTb 3a HAM 3cepenHn.
Tpeba 3BepHyTU yBary Ha Te, wWwob sckpase
CBITJIO HE 3aBa)Xano BOAIAM.

BaxnuBo OCBITIHOBATM BCi MOXMMBI BXOAM Ta
Buxogu. [losuHHi ByTu ocsiTneHi nigxogn Ao
[iBepei, BikHa LIOKCITbHOIO Ta NepLUoro NoBepxy,
CEepBiCHi NkuM Ta TpybonpoBOAM, MOXKEXHI
npabuHu Ta Bce iHWe, Wo Moxe nocnabnosatu
Besneky nepumetpa ByanHKy.

11.4.2 OceimnenHs ogbicy

OcgitneHHs ogicy nigcunioe 6e3neky 4oAaTKOBO
[0 3aMKiB Ta OXOPOHHOT curHanisauji.
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11.3 Intruder detection systems

The installation of an electronic intruder detection
system designed to automatically detect entry
through doors, windows, the shell of the building
and the movement of persons within the premises
will enhance physical security measures. Installa-
tions can include deliberately operated devices
with which the occupiers can operate the system
in the event of personal attack or emergency.
Electronic detection should not, however, be con-
sidered a substitute for physical security.

Note Guidance on the requirements of alarm systems
for the detection of intruders is given in EN 50131-1.

11.4 Lighting

11.4.1 External lighting

The basic objective of security lighting is to re-
move the cover of darkness.

When surveillance of a building is by external pa-
trols there may be a choice of external or internal
lighting. If the premises are detached, lighting
around the perimeter (directed inwards) should be
considered, as it will reveal intruders either di-
rectly or by silhouette. If the property is one of a
row of buildings, internal lighting of critical areas
that can be seen from outside (e.g. entrance foy-
ers, corridors, staircases and landings, offices
and sales floors) enables movement of intruders
to be seen.

For buildings with internal security patrols exter-
nal lighting should be directed away from the
building so that approaching intruders are readily
seen from the inside. The glare from such lighting
is useful in making it difficult for the intruder to see
whether he/she is being observed. Care should
be taken to ensure that the glare does not become
a nuisance or hazard to the general public or
passing motorists.

It is important to ensure that all possible entrance
and exit points are illuminated. This may mean
providing additional lighting to cover doorways
and windows at basement and ground floor level,
service chutes/hatch, fire escapes and any fea-
ture that may jeopardize the security of the build-
ing perimeter.

11.4.2 Office lighting

Security lighting for offices can provide additional
protection to locks and alarm systems.



BHyTpilLUHE OCBITNEHHSA MOBUHHO BUKOPUCTOBYBA-
TUCA B YCIX MICLSIX, PYX Y AKUX MOXHA nobaumTu
330BHi (Cxoau, Kopnaopw, NPUMILLEHHS No nepu-
MeTpy TOLO).

11.4.3 OceimneHHsI Ma2a3uHie

[na ocBiTneHHst MarasvHiB NOBWHHI BUKOHYBa-
TUCS peKoMeHauii Ans OCBITNEHHA odicis (AMB.
11.4.2). [lopaTtkoBO HeobOXigHO nepeKkoHaTucs,
1O BiAKPUTI Micus ANS 32BAHTAXEHHA BUAUMI
Ana natpyns, a sarnubrneHi nigxoan Ao Asepei
He HafalTb MOXNTUBOCTI Af1S NEPexXoBYBaHHA.
OcBiTNEHHst BITPUH Ta BHYTPILWHE OCBITNEHHA
MOXYTb BUKOHYBaTW (DYHKLIT OXOPOHHOIO OCBIT-
neHHs. [epeBara noBNHHA HaaBaTuUCs BUKOPUC-
TaHH0 BinbLl AOBroBiYHMX FA30PO3PAAHUX Namr,

11.4.4 Monmaxx ma KOHMpPOI8AaHHA

Kabeni OXOpOHHOro OCBITNEHHA NOBUHHI ByTK
HELOCSHKHUMW ANS CTOPOHHIX OCIB i nepeBaxHo
npoKnageHi nig semnero. Ako kabeni He MOXYTb
OyTh npoknageHi nig 3emnet, BOHW NOBWHHI
Byt npoknageHi 8 ctaneBux kaHanax abo matu
MiHEepanbHO-i30/1bOBaHe BUKoHaHHA. Kabeni Takox
MOXHa 3axuLlaTti 3a JONOMOrol CUCTEMM OXO-
POHHOT curHarstisauii.

lllo6 oxopoHHe OcBiTNEHHs Byno edekTuBHUM,
BOHO Ma€e OYyTU BKNKOYEHE NPOTATOM YCbOro Heo6-
XiagHoro 4acy. [ns 30BHILUHLOIO BUKOPUCTaHHSA
Halbinbl NPUAHATHAM € BUKOPUCTaHHA (DOTO-
eNeKTPUYHNX NepemMuKadie, aKki BMUKaOTb OCBIT-
NEHHs ¥ TEMHWIA Yac Ao6Kn Ta BUMKUKaOTb OFo Y
CBiTNUIA Yac.

Lle aBTOMaTU4HO NpUCTOCOBYE 3acobu OCBIT-
NEHHs A0 3MiHW TPUBANOCTI AHA Ta [0 NOroAHUX
yMmoB. [Inst npucTocyBaHHA A0 3MiHU TPUBANOCTI
OHS MOXHa BWKOPWUCTOBYBATU fepemukadi 3
TallMepoM, SKi BMUKaOTb 30BHILUIHE OCBITNEHHS
Tinbku B Hepobouui vac.

AOCTY-H b CEN/TS 14383-4:2011

Internal lighting should be provided at all signifi-
cant points where movement can be seen from
outside, including staircases, landings, corridors,
perimeter rooms and entrance lobbies.

11.4.3 Shop lighting

Shop lighting should conform to the recommen-
dations given for office lighting (see 11.4.2). In ad-
dition care should be taken to ensure that open
loading bays are visible to patrols or persons
passing by, and that deep recessed doorways do
not become shadowed areas offering conceal-
ment. Window display lighting and interior lighting
seen through doorways or open backed windows
can be used as security lighting but long life dis-
charge lamps should be used in preference to the
shorter life filament lamps often used for display
purposes.

11.4.4 Installation and control

Cables for security lighting shouid be out of reach
of unauthorized personnel and should preferably
be installed underground. If cables cannot be in-
stalled underground they should be enclosed in
steel conduit or mineral-insulated cable. Cables
may also be protected by an alarm system.

To be effective, security lighting should be in use
at all relevant times. For exterior installations the
use of a simple photoelectric cell which switches
on when daylight fades and off when daylight re-
turns, is most suitable.

This caters automatically for changes in day
length and adverse weather conditions, and en-
sures that the security lighting is available when-
ever necessary. Time switches can aiso cater for
change in day length and be used for internal
lighting systems needed only outside normal
business hours.
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ACTY-H B CEN/TS 14383-4:2011

BIBNIOrPA®IA

1 EN 179 ByaisenbHi supobu. [NpucTpoi aBapin-
HUX BMXO[iB KEPOBaHi 3a 4OMOMOTOI0 BaxXens
Yy HaTUckaHHAM. Bumorn Ta MeToan BUNpO-
fyBaHb ,

2 EN 356 Ckno B 6yaiBHULTBI. 3aXUCHE CKMNIHHA.
BunpobysaHHa Ta knacudikaljs 3a TpUBKICTIO
LLIOA0 PYUHOrO 31aMyBaHHSA

3 EN 1063 Ckno B 6ygiBHULTBI. 3axucHe CKiH-
HA. BunpobyBanHA Ta knacudikauis 3a Kyne-
TPUBKICTIO

4 EN 1125 bypisenbHi supobu. lNpunagn asa-
piiHoro BUxo4y KepoBaHi 3a [OfIOMOrolo
TOPU3OHTanNLHOT nnaHku. Bumoru Ta metoau
BUNpobyBaHs

5 EN 1143-1 3acobu GesneyHoro 3BepiraHHs.
Bumory, knacudikauis Ta metrogn BuMnNpo-
OyBaHHA Ha TPUBKICTb LIOAO 3MamMyBaHHS.
YactuHa 1. CxoBuwa, ABepi cxoBuLl, ceidu
Ta ATM-ceitcou

6 EN 1303 bynisenbHi Bupobu. Luninapn ans
3amkis. Bumoru Ta metoan BunpobyBaHb

7 EN 1522 BikHa, pBepi, CtaBHi Ta Xaniosi.
KyneTpuekicts. Bumoru Ta knacudikautis

8 prEN 1627 BikHa, aBepi Ta )Xamosi. TpUBKICTb
0RO 3namyBaHHs. Knacudikalia Ta TexHiuHI
BUMOTH

9 EN 1906:2002 ByaisenbHi sBupobu. BaxenbHi
py4kyu Ta kHobypHiTypa. Bumorn Ta metogu
sunpobysaHb

10 EN 10223-4 [piT cTranesuit Ta ApPOTSHI BU-
pobu ansa oropox. YactuHa 4. Citka 3i ctane-
BOrO APOTY 3i 3BAPHUMU YapyHKaMU

11 EN 10223-6 [piT craneswit Ta APOTSAHI BU-
pobu ans oropox. YactuHa 6. Citka 3i ctane-
BOrO APOTY 3i 34EneHUMN naHkamum

12 EN 10223-7 [pit craneswit Ta ApOTAHI BU-
pobu Ans oropox. Yactuda 7. MaHeni 3asapHi
3i CTaneBoro ApoTy ANA Oropox

13 EN 12209 ByaisenbHi supobu. 3amku Ta 3a-
winku. MexanivHi 3amku, 3allinku Ta sanipHi
nnaHxku. Bumoru Ta metoau BunpobysaHb

14 EN 12320:2001 BygisenbHi Bupobu. Bucsaui

3aMKU Ta apMaTypa BUCAYMX 3aMKiB. Bumorn
Ta meToau BunpobyBaHb
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BIBLIOGRAPHY

1 EN 179, Building hardware — Emergency exit
devices operated by a lever handle or push
pad — Requirements and test methods

2 EN 356, Glass in building — Security glazing —
Testing and classification of resistance against
manual attack

3 EN1063, Glass in building — Security glazing —
Testing and classification of resistance against
bullet attack

4 EN 1125 Building hardware — Panic exit de-
vices operated by a horizontal bar — Require-
ments and test methods

5 EN 1143-1 Secure storage units — Require-
ments, classification and methods of test for
resistance to burglary — Part 1: Safes, ATM
safes, strongroom doors and strongrooms

6 EN 1303, Building hardware — Cylinders for
locks — Requirements and test methods

7 EN 1522, Windows, doors, shutters and
blinds - Bullet resistance — Requirements and
classification

8 prEN 1627 Windows, doors, shutters — Burglar
resistance — Requirements and classification

9 EN 1906:2002 Building hardware — Lever han-
dles and knob furniture — Requirements and
test methods

10 EN 10223-4 Steel wire and wire products for
fences — Part 4; Steel wire welded mesh fenc-
ing

11 EN 10223-8, Steel wire and wire products for
fences - Part 6: Steel wire chain link fencing

12 EN 10223-7, Steel wire and wire products for
fences — Part 7. Steel wire welded panels for
fencing

13 EN 12209, Building hardware — Locks and
fatches — Mechanically operated locks, [atches
and locking plates — Requirements and test
methods

14 EN 12320:2001 Building hardware — Padlocks
and padlock fittings — Requirements and test
methods



15 EN 13123-1 BikHa, aBepi Ta cTagHi. CTilkicTb
Ao Bubyxy. Bumorn Ta knacudikauis. YactuHa
1. YgapHa tpy6a

16 EN 13123-2 BikHa, aBepi Ta xantosi. CTilikicTb
o Bubyxy. Knacudikauisi Ta TexHivHi BUuMoru.
YactuHa 2. [liana3oH sunpobyBaHHA

17 EN 13241-1 IHaycTpianeHi, KomMepuiiHi Ta ra-
paxHi aBepi Ta BopoTa. CTaHpapT NpoayKuil.
YactuHa 1. Mpoaykuis He BOrHecTika Ta 6e3
KOHTPOIIO 3aAUMITEHOCTI

18 EN 13541 Ckno B 6yaiBHULTBI. 3axucHe CKIiH-
Hs. MeToau BunpobyBaHb Ta knacudikauia 3a
Onopom 10 BMOYXOBOIo TUCKY

19 prEN 13633 byaisenbHi Bupobu. EnexrpuuHo
KepoBaHi CUCTEMW aHTUMaHikv ANs BUKO-
pUcTaHHA Ha wWnaxax esakyalii. Bumorn Ta
MeToan BunpobyBaHb

20 prEN 13637 byaisenbri Bupobu. EnexTpuyHo
KepoBaHi cucTeMu aBapiiHoro Buxoady Ans
BUKOPUCTAHHS Ha LWINsaxax esakyauii. Bumoru
Ta MmeToaun BunpoOysaHb

21 EN 13724 [MowTtoBe obnagHaHhA. OTBOpPU
NPUBATHUX NOWITOBUX CKPUHBLOK Ta MOLUTOBI
Tabnuuku. Bumorn Ta metoau BunpobyeaHb

22 ENV 14383-2 3anobiraHHs anoynuHam. Micbke
nnaHyBaHHA Ta MNPOEKTyBaHHA. YactnHa 2.
Micbke nnaHyBaHHS

23 EN 50131-1 Cuctemu TpMBOXHOT curHaniaadyji.
OxopoHHa curHanisauis. Yactuua 1. 3aranbHi
BUMOTH

24 EN 50132-7 Cuctemun TpUBOXHOT CUrHamisaLlii.
CucreMn BIBEOCNOCTEPEKEHHS OXOPOHHOIO
npusHayeHHa. YactuHa 7. MNpaBuna sacTocy-
BaHHS

OCTY-H B CEN/TS 14383-4:2011

15 EN 13123-1, Windows, doors and shutters —
Explosion resistance — Requirements and
classification — Part 1. Shock tube

16 EN 13123-2, Windows, doors and shutters —
Explosion resistance — Requirements and
classification — Part 2: Range test

17 EN 13241-1, Industrial, commercial and garage
doors and gates — Product standard — Part 1;
Products without fire resistance or smoke con-
trol characteristics

18 EN 13541, Glass in building — Security gla-
zing — Testing and classification of resistance
against explosion pressure

19 prEN 13633, Building hardware —~ Electrically
controlled panic exit systems for use on es-
cape routes — Requirements and test methods

20 prEN 13637, Building hardware — Electrically
controlled emergency exit systems for use on
escape routes — Requirements and test meth-
ods

21 EN 13724, Postal services — Apertures of pri-
vate letter boxes and letter plates — Require-
ments and test methods

22 ENV 14383-2, Prevention of crime — Urban
planning and design — Part 2: Urban planning

23 EN 50131-1, Alarm systems — Intrusion sys-
tems — Part 1. General requirements

24 EN 50132-7 Alarm systems — CCTV surveil-

lance systems for use in security applica-
tions — Part 7: Application guidelines
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